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Fail2Ban

apt install fail2ban -y

sudo cp /etc/fail2ban/jail.conf /etc/fail2ban/jail.local
sudo nano /etc/fail2ban/jail.local

sudo fail2ban-client reload

sudo fail2ban-client status sshd

systemctl enable fail2ban

banaction = nftables-multiport
banaction allports = nftables-allports

HanawTyBaHHA Fail2Ban pnsa 3anycKy/3ynuMHKuM 3a A0MNOMOrolo
nftables

Mun HaMaraemMocs OOCArTu HaCTYyMHOro:

* MiJ YacC 3aBaHTa)eHHA cepBep 3anyckae cno4vaTky nftables.service, a noTim fail2ban.service;
* AKLLO MU 3anyCKaeMo nftables.service, BiH Tako)X NoBuHeH 3anyckaTu fail2ban.service;

e AKLLO MK 3ynnHMMO nftables.service, BiH TakoX Mae 3ynuHuTK fail2ban.service;

e AKLLO MK Nepe3anycTumo nftables.service, BiH Takox Mae nepe3anycTtuTu fail2ban.service;

e AKLLO MU 3anyckaemo fail2ban.service, BiH Tako)X NoBUHEH 3anyckaTu nftables.service;

e 3yMnuHKa Ta nepesanyck Ain Ha fail2ban.service He NoBMHHI BNMBaTK Ha nftables.service.

Mu mo>xemo 3pobunTuy BCe Lie, CTBOPMBLUK (hann nepeBn3HavyeHHs ans fail2ban, BkazasLww oMy, Lo BiH 3an1exXunTb Big nftables, a noTim nftables xoue,
o6 BiH 3anyCTUBCS:

mkdir -p /etc/systemd/system/fail2ban.service.d/
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nano /etc/systemd/system/fail2ban.service.d/override.conf

[Unit]
Requires=nftables.service
PartOf=nftables.service

[Install]
WantedBy=multi-user.target nftables.service

Ockinbkun mu 3miHnAm po3gain [Installl, Ham NOTPIGHO NOBTOPHO BBIMKHYTW BiANOBIAHY CNy»X0y, W06 CTBOPUTK BiANOBIAHI CMMBOIYHI NOCMNAHHA. Mu
TaKoX nepekoHaeMocH, wo nftables cnovyaTky BCTaHOBNEHO AK cepBicHMIA 610K

# systemctl enable nftables.service
Created symlink /etc/systemd/system/sysinit.target.wants/nftables.service - /lib/systemd/system/nftables.service.

# systemctl enable fail2ban.service
Created symlink /etc/systemd/system/nftables.service.wants/fail2ban.service -

/lib/systemd/system/fail2ban.service.
# systemctl daemon-reload

ik came ue npauloe?

Y HawoMmy ¢anni 3amiHn abo NoBHOMY (halni KOHMIrypauii (AMB. HUXYE) MU BKJIIOYAEMO TakKi NapaMeTpu:

[Unit]
Requires=nftables.service
3anycK uiei cny>xbu cnoyaTky 3anyctute nftables.service.

PartOf=nftables.service
3MyLIYE Lo cnyxby 3ynnHaTuca abo nepesanyckatucs (ane He 3anyckaTtucs) 3a gonomoroo nftables.service.

[Install]
WantedBy=multi-user.target nftables.service
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3MYLLYE L0 cNy>XBy 3anyckaTucs, Koam 3anyckaeTbca byab-aka 3 nepeniyeHnx ciyxo.

Ak baunTe, Ham noTpibHO BCTaHOBUTY Requires , PartOf i WantedBy , wob oTpumaTun 6a)kaHy NoBefiHKY.
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