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Fail2Ban

apt install fail2ban -y

cp /etc/fail2ban/jail.conf /etc/fail2ban/jail.local
nano /etc/fail2ban/jail.local

fail2ban-client reload
fail2ban-client status sshd
systemctl enable fail2ban

banaction = nftables-multiport
banaction allports = nftables-allports

HanawTtyBaHHAa Fail2Ban gna 3anycKy/3ynuHKKU 3a A0NOMOrolo
nftables

Mun HaMaraemMocs 4OCArTu HaCTYMHOro:

* Mig YaC 3aBaHTa)XXEHHA cepBep 3anyckae cnoyaTky nftables.service, a noTim fail2ban.service;
e AKLLO MK 3anyckaemo nftables.service, BiH TakoX noBuHeH 3anyckaTu fail2ban.service;

e AKLLO MK 3ynnHMMO nftables.service, BiH TakoX Mae 3ynuHuTK fail2ban.service;

e AKLLO MU Nepe3anycTumo nftables.service, BiH TakoX Mae nepesanyctutu fail2ban.service;

e AKLLO MK 3anyckaemo fail2ban.service, BiH TakoX NoBMHEH 3anyckaTu nftables.service;

e 3yMnHKa Ta nepesanyck Ain Ha fail2ban.service He NoBMHHI BNMBaTW Ha nftables.service.

Mwu moxxemo 3pobuTun BCe Le, CTBOPMBLLW (halnn nepeBn3HadeHHs ans fail2ban, Bka3zaBlum oMy, WO BiH 3anexunTb Bif nftables, a noTim nftables xouye,
o6 BiH 3anyCcTuBCS:

mkdir -p /etc/systemd/system/fail2ban.service.d/
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nano /etc/systemd/system/fail2ban.service.d/override.conf

[Unit]
Requires=nftables.service
PartOf=nftables.service

[Install]
WantedBy=multi-user.target nftables.service

Ockinbkun mu 3miHnAm po3gain [Installl, Ham NOTPIGHO NOBTOPHO BBIMKHYTW BiANOBIAHY CNy»X0y, W06 CTBOPUTK BiANOBIAHI CMMBOIYHI NOCMNAHHA. Mu
TaKoX nepekoHaeMocH, wo nftables cnovyaTky BCTaHOBNEHO AK cepBicHMIA 610K

# systemctl enable nftables.service

Created symlink /etc/systemd/system/sysinit.target.wants/nftables.service - /lib/systemd/system/nftables.service.
# systemctl enable fail2ban.service

Created symlink /etc/systemd/system/nftables.service.wants/fail2ban.service -
/lib/systemd/system/fail2ban.service.

# systemctl daemon-reload

ik came ue npauloe?

Y HawoMmy ¢anni 3amiHn abo NoBHOMY (halni KOHMIrypauii (AMB. HUXYE) MU BKJIIOYAEMO TakKi NapaMeTpu:

Unit

Requires=nftables.service "3anyck uiei cnyxbu cnovyatky 3anyctute nftables.service."
PartOf=nftables.service "3myuwye Ui cnyxby 3ynnHaTuca abo nepesanyckatncs (ane He 3anyCckaTucs) 3a AOMNOMOro
nftables.service."

Install
WantedBy=multi-user.target nftables.service "3myuwye ut cnyxby 3anyckaTucs, Konum 3anyCckaeTbcsa byab-aKa 3 nepenivyeHnx cayxo.'

Ak 6aynTe, Ham NoTpibHO BCTaHOBUTY Requires , PartOf i WantedBy , wob oTpumaTun 6a)kaHy NoBeLiHKY.
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