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Fail2Ban

apt install fail2ban -y
cp /etc/fail2ban/jail.conf /etc/fail2ban/jail.local
nano /etc/fail2ban/jail.local

DEFAULT
# Destination email for action that send you an email
destemail = fail2bancmydomain.example

# Sender email. Warning: not all actions take this into account. Make sure to test if you rely on this
sender = fail2ban@mydomain.example

# Default action. Will block user and send you an email with whois content and log lines.
##action = %(action mwl)s
action action )s

# configure nftables

banaction = nftables-multiport
banaction allports = nftables-allports
chain = input

tee //etc/fail2ban/fail2ban.conf<<EOF
allowipv6b = auto

#allowipvb = yes

EOF

fail2ban-client reload
fail2ban-client status sshd

systemctl enable fail2ban

nano /etc/nftables/fail2ban.conf
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#!/usr/sbin/nft -f

# Use ip as fail2ban doesn't support ipvé yet
table ip fail2ban
chain input

# Assign a high priority to reject as fast as possible and avoid more complex rule evaluation
type filter hook input priority

.
’

Then add line include “/etc/nftables/fail2ban.conf” in /etc/nftables.conf.

Finally activate your rule in nftables

nft -f /etc/nftables/fail2ban.conf

HanawTyBaHHA Fail2Ban pnsa 3anycKy/3ynuMHKuM 3a O0MNOMOrolo
nftables

Mun Hamaraemocsa LOCArTN HaCTYMHOro:;

* MiJ YacC 3aBaHTa)XeHHSA cepBep 3anyckae cno4vaTky nftables.service, a noTim fail2ban.service;
e AKLLO MK 3anyckaemo nftables.service, BiH TakoX noBuHeH 3anyckaTu fail2ban.service;
* AKLLO MU 3ynnHUMO nftables.service, BiH TakoXX Mae 3ynuHuTHK fail2ban.service;

https://ndp.pp.ua/ Printed on 2025/07/19 23:41



2025/07/19 23:41 3/4 Fail2Ban

e AKLLO MK Nepe3anycTuMo nftables.service, BiH TakoX Mae nepe3anycTtuTu fail2ban.service;
e AKLWO MK 3anyckaemo fail2ban.service, BiH TakoX NoBMHEH 3anyckaTu nftables.service;
e 3yMnHKa Ta nepe3anyck Ain Ha fail2ban.service He NoBUHHI BNAMBaTK Ha nftables.service.

Mu moxxemo 3pobuTuy BCe Lie, CTBOPMBLLK (hann nepesnsHaveHHs ana fail2ban, BkasasLwu nomy, Lo BiH 3anexuTb Big nftables, a noTim nftables xoue,
wo6 BiH 3anyCcTMBCS:

mkdir -p /etc/systemd/system/fail2ban.service.d/
nano /etc/systemd/system/fail2ban.service.d/override.conf

[Unit]
Requires=nftables.service
PartOf=nftables.service

[Install]
WantedBy=multi-user.target nftables.service

Ockinbky Mu 3MiHUAKM po3ain [Install], Ham NOoTpPiGHO NOBTOPHO BBIMKHYTU BiAMOBIAHY CNYyXOy, WO CTBOPUTM BIANOBIAHI CMMBOAIYHI NOCUAAHHA. MK
TaKoX nepekoHaeMocs, Wwo nftables cnoYaTky BCTaHOBMIEHO K CEPBiCHMI 610K:

# systemctl enable nftables.service

Created symlink /etc/systemd/system/sysinit.target.wants/nftables.service -» /lib/systemd/system/nftables.service.
# systemctl enable fail2ban.service

Created symlink /etc/systemd/system/nftables.service.wants/fail2ban.service -
/lib/systemd/system/fail2ban.service.
# systemctl daemon-reload

ik came ue npauloe?

Y HawomMy anni 3amiHvn abo NoBHOMY (hanni KOHIrypauii (AnB. HUXYe) MU BKJIIOHYAEMO TaKi MapaMeTpu:

Unit
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Requires=nftables.service "3anyck uiei cnyxbu cnovyatky 3anyctutb nftables.service."
PartOf=nftables.service "3myuwye uio cnyxby 3ynnHaTuca abo nepesanyckatucs (ane He 3anyckaTucs) 3a LOMNOMOrow
nftables.service."

Install
WantedBy=multi-user.target nftables.service "3myuwye Lt cnyxby 3anyckaTnCs, KOIK 3anyCKaeTbCA By ab-aKa 3 nepenivyeHnx cnyxo."

Ak 6aynTe, Ham noTpibHO BCTaHOBUTY Requires , PartOf i WantedBy , wob oTpumaTun 6a)kaHy NoBefiHKY.
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