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Fail2Ban

apt install fail2ban -y
cp /etc/fail2ban/jail.conf /etc/fail2ban/jail.local
nano /etc/fail2ban/jail.local

DEFAULT
# Destination email for action that send you an email
destemail = fail2bancmydomain.example

# Sender email. Warning: not all actions take this into account. Make sure to test if you rely on this
sender = fail2ban@mydomain.example

# Default action. Will block user and send you an email with whois content and log lines.
##action = %(action mwl)s
action action )s

# configure nftables

banaction = nftables-multiport
banaction allports = nftables-allports
chain = input

tee /etc/fail2ban/fail2ban.local<<EOF
[Definition]

allowipvb = auto

#allowipvb = yes

EOF

fail2ban-client reload
fail2ban-client status sshd
systemctl enable fail2ban
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nano /etc/nftables/fail2ban.conf

#!/usr/sbin/nft -f
# Use ip as fail2ban doesn't support ipvé yet
table ip fail2ban

chain input
# Assign a high priority to reject as fast as possible and avoid more complex rule evaluation

type filter hook input priority ;

Then add line include “/etc/nftables/fail2ban.conf” in /etc/nftables.conf.

Finally activate your rule in nftables

nft -f /etc/nftables/fail2ban.conf

On Debian 12+ need change default_backend
nano /etc/fail2ban/paths-common.conf
replace default backend = %(default/backend)s with

DEFAULT

#default backend = S%(default/backend)s
default backend = systemd
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and install

HanawTyBaHHA Fail2Ban pnsa 3anycKy/3ynuMHKM 3a ,0MNOMOrolo
nftables

Mun Hamaraemocs 4oCArTN HaCTYMHOro:;

* NiJ Yac 3aBaHTaXKeHHA cepBep 3anyckae cnovaTtky nftables.service, a noTim fail2ban.service;
* AKLLO MU 3anyCkaeMo nftables.service, BiH Tako)X NoBuHeH 3anyckaTu fail2ban.service;

e AKLLO MK 3ynuHMMO nftables.service, BiH Takox Mae€ 3ynuHuTu fail2ban.service;

* AKLLO MK nepesanycTumo nftables.service, BiH TakoX Mae nepesanycTuTtu fail2ban.service;

e AKLLO MK 3anyckaemo fail2ban.service, BiH TakoX NoBMHEH 3anyckaTu nftables.service;

* 3yrunHKa Ta nepesanyck Ain Ha fail2ban.service He NoBUHHI BNAMBaTU Ha nftables.service.

Mu Moxxemo 3pobuTuy BCe Lie, CTBOPMBLLK (hann nepesBnsHaveHHs ans fail2ban, BkasasLwu oMy, Lo BiH 3anexunTb Big nftables, a noTim nftables xoue,
o6 BiH 3anyCTUBCH:

mkdir -p /etc/systemd/system/fail2ban.service.d/
nano /etc/systemd/system/fail2ban.service.d/override.conf

[Unit]
Requires=nftables.service
PartOf=nftables.service

[Install]
WantedBy=multi-user.target nftables.service

OCKifibKM MU 3MiHMAKM po3gin [Install], Ham NOTpPiBHO NOBTOPHO BBIMKHYTU BiANOBigHY Cyx0By, Wob cTBOPUTM BIANOBIAHI CUMBOJIIYHI NOCUNAHHA. MK
TaKoX rnepekoHaeMocH, Wwo nftables cno4aTKy BCTaHOBJIEHO K CepBiCHMI BOK:
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# systemctl enable nftables.service

Created symlink /etc/systemd/system/sysinit.target.wants/nftables.service - /lib/systemd/system/nftables.service.
# systemctl enable fail2ban.service

Created symlink /etc/systemd/system/nftables.service.wants/fail2ban.service -
/lib/systemd/system/fail2ban.service.

# systemctl daemon-reload
ik came ue npauyloe?

Y HawomMmy anni 3amiHv abo NoBHOMY (hanni KOHGIrypauii (AnB. HUXYE) MU BKJIIOHYAEMO TaKi MapaMeTpu:
Unit
Requires=nftables.service "3anyck uiei cnyxbu cnovyatky 3anyctutb nftables.service."

PartOf=nftables.service "3myuwye uio cnyxby 3ynnHaTuca abo nepesanyckatucs (ane He 3anyckaTucs) 3a LOMNOMOrow
nftables.service."

Install

WantedBy=multi-user.target nftables.service "3myuwye Lo cyxby 3anyckaTnCs, KOM 3anyCKaEeTbCA By ab-aKa 3 nepenivyeHnx cnyxo."

Ak baynTe, Ham noTpibHO BCTaHOBUTY Requires , PartOf i WantedBy , wob oTpumaTun 6a)kaHy NoBefiHKY.
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