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Fail2Ban

Fail2Ban

BcTaHosumo fail2ban

apt install fail2ban -y

36epexxeMo opuriHanbHi HanalwyBaHHA (Ha BCAKUI BUMALOK)

cp -a /etc/fail2ban/ /etc/fail2ban.orig/

CTBOPMMO KOMit0 OCHOBHOIO (hany KOHGirypauii 4na MoangikyBaHHS
cp /etc/fail2ban/jail.conf /etc/fail2ban/jail.local
flonamo BunpasneHHs fo ‘'fetc/fail2ban/jail.local’ pns poboTu 3 nftables
tee /etc/fail2ban/jail.local<<EOF

[DEFAULT]

# Destination email for action that send you an email
destemail = fail2ban@mydomain.example

# Sender email. Warning: not all actions take this into account. Make sure to test if you rely on this

sender = fail2ban@mydomain.example

# Specify chain where jumps would need to be added in ban-actions expecting parameter chain

chain = input

# configure nftables
banaction = nftables-multiport
banaction allports = nftables-allports

# Default action. Will block user and send you an email with whois content and log lines.
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## action = %(action mwl)s
action = %(action )s
EOF

Honamo BunpasneHHs Oo /etc/fail2ban/fail2ban.local

tee /etc/fail2ban/fail2ban.local<<EOF
[Definition]

allowipv6 = auto

#allowipvb = yes

EOF

systemctl enable fail2ban
fail2ban-client reload
fail2ban-client status

CTBOptOEMO (hann KoHgirypauii fail2ban gna danpsona

mkdir -p /etc/nftables/
nano /etc/nftables/fail2ban.conf

#!/usr/sbin/nft -f

# Use ip as fail2ban doesn't support ipvé yet
table inet fail2ban

chain input

# Assign a high priority to reject as fast as possible and avoid more complex rule evaluation

type filter hook input priority 100;

Jlofamo cTBopeHWiA hainsl B OHOBHY KOHDirypauito anpsona
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echo "include \"/etc/nftables/fail2ban.conf\"" >> /etc/nftables.conf
TakoXX NigBaHTaXMMo 1oro B poboTty

nft -f /etc/nftables/fail2ban.conf

HanawTyBaHHA Fail2Ban ana 3anycky/3ynuHku 3a gonoMoroio nftables

Mu Hamaraemocsa LOCArTU HAaCTYMHOro:

e Mif Yac 3aBaHTaXXEHHA cepBep 3anyckae cnoyaTky nftables.service, a noTim fail2ban.service;
e AKLLO MK 3anyckaemo nftables.service, BiH TakoX noBuHeH 3anyckaTu fail2ban.service;

e AKLLO MU 3ynnHUMO nftables.service, BiH TakoXX mMae 3ynuHuTHK fail2ban.service;

e AKLLO MK nepe3anycTumo nftables.service, BiH TakoX Ma€e nepesanycTuTu fail2ban.service;

* AKLLO MK 3anyckaemo fail2ban.service, BiH TakoX NoBMHEH 3anyckaTu nftables.service;

e 3ynunHKa Ta nepesanyck Ain Ha fail2ban.service He NoBUHHI BNAMBaTU Ha nftables.service.

Mwn mMmoxxemo 3pobuTun BCe L, CTBOPMBLLW (hann nepeBn3HadeHHs ans fail2ban, Bka3zaBlim oMy, WO BiH 3anexunTb Bif nftables, a noTim nftables xoue,
06 BiH 3anyCTUBCS:

mkdir -p /etc/systemd/system/fail2ban.service.d/
nano /etc/systemd/system/fail2ban.service.d/override.conf

[Unit]
Requires=nftables.service
PartOf=nftables.service

[Install]
WantedBy=multi-user.target nftables.service

OCKifIbKM MU 3MiHMAK po3gin [Install], Ham NOTPiGHO NOBTOPHO BBIMKHYTU BigNoBigHY CyxBy, Wob cTBOPUTM BIANOBIAHI CUMBOJIYHI NOCMAAHHSA. MK
TaKoX nepekoHaeMocs, Wwo nftables cnovaTKy BCTaHOBMIEHO AK CepBiCHMI B0K:
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# systemctl enable nftables.service

Created symlink /etc/systemd/system/sysinit.target.wants/nftables.service - /lib/systemd/system/nftables.service.
# systemctl enable fail2ban.service

Created symlink /etc/systemd/system/nftables.service.wants/fail2ban.service -
/lib/systemd/system/fail2ban.service.

# systemctl daemon-reload

ik caMme ue npautoe?

Y HawomMmy anni 3amiHn abo NoBHOMY (hanni KOHGIrypauii (Ans. HUXYe) MU BKJIIOYAEMO TaKi MapaMeTpu:
Unit

Requires=nftables.service "3anyck uiei cnyxbu cnovyatky 3anyctutb nftables.service."

PartOf=nftables.service "3myuwye LUt cnyxby 3ynnHaTuca abo nepesanyckatucs (ane He 3anyckaTucs) 3a AOMNOMOrot
nftables.service."

Install
WantedBy=multi-user.target nftables.service "3myuwye Ut cnyxby 3anyckaTucs, Koam 3anyckaeTbcsa byab-aka 3 nepenivyeHnx cayxo.'

Ak 6a4nTe, Ham noTpibHO BCcTaHOBUTK Requires, PartOf i WantedBy, w06 oTpumaTty 6a)kaHy NoBeiHKy.

BNoOKyBaJIbHUKHU

Micna ponaBaHHs abo BuaaneHHa 61oKyBanbHMYiB HEObXiAHO Nepe3aBaHTaxunTK fail2ban

fail2ban-client reload

TakoX MOXXHa nepernaHyTu ctaTyc fail2ban

fail2ban-client status
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Peuepus

MoBTOpPHO B10KYE MO BCiX NOpTax in agpecu Aki paHiwe Bxe 6/10KyBannCh No iHWKUM 610KyBalbHUKaM
nano /etc/fail2ban/jail.d/recidive.local

# Jail for more extended banning of persistent abusers
# 11l WARNINGS !!!

# 1. Make sure that your loglevel specified in fail2ban.conf/. local
# is not at DEBUG level -- which might then cause fail2ban to fall into
# an infinite loop constantly feeding itself with non-informative lines
# 2. If you increase bantime, you must increase value of dbpurgeage
# to maintain entries for failed logins for sufficient amount of time.
# The default is defined in fail2ban.conf and you can override it in fail2ban. local
#
# Manages the fail2ban history for hosts repeatedly banned by Fail2Ban and bans them
# according to the settings defined
#
recidive
enabled = true
logpath = /var/log/fail2ban.log
banaction = nftables-allports
backend = systemd
bantime = 9w
findtime = 3d
maxretry = 3
protocol = 0-255
SSH

BMukaemo 610kyBanbHUK SSh. OCKifbKK BCi 3HAY€HHS CTaHAAPTHI TO (halnn NpoCcTui
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nano /etc/fail2ban/jail.d/sshd.local

sshd
enabled = true
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