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BCTaHOBJIEHHA CUCTEeMM

Lis iHCTpyKuis HanucaHa ans Debian 12.10
He byny po3nucyBaTu ik BCTaHoBMoBaTU Debian, ckaxy TiNbKy Te, WO 9 BUKOPUCTOBYIO PO3MITKY AMcKa nig LVM, Bce B 04HOMY po3Lini.
Mpw BCTAHOBMIEHHI MaKeTiB BiA3HAYaEMO TifIbKU:

e SSH Server
e Standart system utilities

nicns nepesaBaHTa)EHHS BXe Yy BCTaHoBeHy OS, NaEMO npaBa pyTa CBOEMY KOPUCTYBaYeEBI

apt install sudo
sbin/usermod -aG sudo Ball KopuCTyBay

AKLLO He X04eMO NOBTOPHO BBOAMUTM CBill NApO/ib MNPU BUKOHAHHI SUdO 3MiHUMO HanalwTyBaHHA ANa rpynu 'sudo':

sudo sed -i 's/"%sudo\s\+ALL=(ALL:ALL)\s\+ALL/%sudo\tALL=(ALL:ALL) NOPASSWD:ALL/' /etc/sudoers

BcTaHOBNIEHHA HeOOXiaHUX nporpam

Micns BCTAHOB/IEHHS CUCTEMM Ta HANALITYBAHHA MepeXi, NigKI4YaEMoCck No SSH

HanawTyBaHHs ByaeMo NpoBoAUTU Nif KOPUCTYBaYeMm root

sudo -s
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BBOAMMO Naposib, SKLLO NOTPiIOHO

OHOBMMO PEno3nTOopIN

apt -yq update -yq apt -yq upgrade apt full-upgrade sync

MoTiM 9 BCTAHOBIOIO CTaHAapTHUIA Habip coTy

apt -yq install linux-headers-$(uname -r) gcc make gnupg net-tools wget curl mc htop nano
apt -yq install libperl-dev cpanminus subversion git

apt -yq autoremove

Akwo cnctema Ha BipTyanui nig KVM\QEMU, To yctaHoBnMo QEMU-areHT ans 3B'A3Ky 3 rinepsizopom

apt install gemu-guest-agent

systemctl enable gemu-guest-agent

systemctl start gemu-guest-agent
systemctl status gemu-guest-agent

Hystory key search

CTBOpPIOEMO (hann ~/.inputrc:

cat EOT ~/.inputrc

# Respect default shortcuts.
\$include /etc/inputrc

## arrow up
"\e[A":history-search-backward
## arrow down
“\e[B":history-search-forward
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EOT
3MiHM BCTYNalTb B Ail0 3 HACYNHUM BXOLOM B CMCTeMY abo 3 BUKOHaAHHSAM:

bind '"\e[A": history-search-backward’
bind '"\e[B": history-search-forward'

cat <<EOT ~/.bashrc

# 36epirae icTopito KOMaHA B peasibHOMYy 4Yaci
export PROMPT COMMAND="history -a; history -n"
# KiZIbKiCTb KOMaHA B NMOTOYHIN cecil

export HISTSIZE=10000

# KinbKICTb KOMaHA B havinii icTopil

export HISTFILESIZE=20000

# KinbKiCTb KOMaHA4 B avini icTopil

export HISTCONTROL=ignoreboth:erasedups
# IrHopye nepenik BKa3aHNX KOMaHA4

export HISTIGNORE='ls:ps:history*'

# [logae HOBI 3anucu o ICTopil, a He nepe3anuncye
shopt -s histappend

EOT

source ~/.bashrc

O4YULLEHHA NOKAJNIbHOI NOLUTH

cat EOT etc/cron.daily/cleanup-clientmqueue
#!/bin/sh

find /var/spool/clientmqueue/ -type f -delete
EOT

chmod +x /etc/cron.daily/cleanup-clientmqueue
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Renew ssh certs

3a noTpebu, 0cobAnBO NiCNA KNOHYBaHHSA BipTyasioK, Ha HOBIN BM 6a)XaHO OHOBUTU CcepTUdikaTu

rm -v /etc/ssh/ssh host *
dpkg-reconfigure openssh-server

Change hostname

hostnamectl set-hostname nod2.examle.org
nano /etc/hosts

Disabling the IPv6

B pa3i He BukopucTaHHA IPV6 iX Kpalle BUMKHYTH

cat <<EOT etc/sysctl.d/no ipv6.conf
# Disabling the IPvé6
net.ipv6.conf.all.disable ipv6 =
net.ipv6.conf.default.disable ipv6 =
net.ipv6.conf.lo.disable ipv6 =

EOT

sysctl -f

update-initramfs -u

MepeBipnMo

sysctl net.ipv6.conf.all.disable ipv6
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swapfile

/swapfile https://linuxize.com/post/how-to-add-swap-space-on-debian-10/

11
13
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sudo swapoff -a

sudo su

lvdisplay

lvremove /dev/mapper/debian-vg-swap 1

sudo fallocate -1 8G /swapfile

sudo chmod 600/swapfile

sudo mkswap /swapfile

sudo swapon /swapfile

sudo nano /etc/fstab

/swapfile swap swap defaults 0 0

echo 'RESUME=none' > /etc/initramfs-tools/conf.d/resume
lvresize -1 +100%FREE /dev/mapper/debian--vg-root
resize2fs /dev/mapper/debian-vg-root
update-initramfs -u

update-grub

reboot

sudo su

if completly remove swap - comment line in /etc/fstab.conf

in /etc/initramfs-tools/conf.d/resume set

# RESUME=UUID=<whatever UUID>
RESUME=none

sudo update-initramfs -uk all
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IHWe
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