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NoDeny Next

BctaHoBsieHHA NoDeny Next Ha Debian

YcTaHoBka NoDeny+ Ha Debian meHi noTpibHa, T.K. BCi CBOi CepBepn 1 TpUMalo Ha BipTyaskax, a
K BioMo, y FreeBSD npobnemu 3i WBMAKICTIO 3anncy Ha anck nig KVM QEMU!

[l0 TOro X, g He BUKOPUCTOBYIO harpBon BiniHry, aknii 3aTo4eHun nig FreeBSD

NoDeny 3aBaHTa)>eHHA

Ha MOMEHT HanucaHHA CTaTTi € 3 peno3uTopii:

e nemoBepcia svn://nodeny-plus.com.ua/nodenyfree
e cTtabinbHa svn://nodeny-plus.com.ua/release
* HOBa rifika svn://nodeny-plus.com.ua/release/next

\ A 4
s 6yly BUKOPUCTOBYBATW OCTaHHI, OCKINIbKW Y MEHE € NiAnNncka

i TaK, 3aBaHTaXXYEMO BiniHr

cd /usr/local
svn co svn://nodeny-plus.com.ua/release/next nodeny

CtaBumo nakeTu ana 6iniHry
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apt-get install -y libcrypt-rijndael-perl libdbd-mysql-perl libjson-perl libnet-arp-perl libcpanel-json-xs-perl
liblwp-protocol-https-perl libcgi-pm-perl

ligpay\pingserver\Ta iHLUi

apt-get install -y libxml-simple-perl libdigest-sha-perl liblwp-useragent-determined-perl libcrypt-ssleay-perl
ans telegram

cpanm -n WWW::Telegram: :BotAPI

L15 ponmon

apt-get install -y snmp libnet-telnet-cisco-perl libparallel-forkmanager-perl

cpanm -n Net::SNMP::Util

ba3a paHuX

| A1 He BukopuctosyBaTuMy MySQL, ockinbku 3 6iniHrom 4ynoBso npautoe i Percona server for mysql 8! )xepeno
A Ha Percona MoxxHa 6yne nigHaTu Galera Cluster!

BcTtaHoBneHHs Percona MySQL Server 8 Ha Debian 12
OTpMMYEMO peno3uTopin i BCTAHOBJIIDEMO MOro

apt install curl
curl -0 https://repo.percona.com/apt/percona-release latest.generic all.deb
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apt install gnupg2 lsb-release -y
dpkg -i ./percona-release latest.generic all.deb

BcTtaHOB/IIOEMO cepBep

Ins Bepcii percona 8.0
percona-release enable-only ps- release
apt update

apt install percona-server-server percona-server-client

B npoueci BcTaHOBNeHHS Byae 3anponoHOBaHO BCTAaHOBUTM Naposib AN KOPUCTYBaya root, 1 Ha LbOMY eTani BCTAaHOBJIOK Naposb TakoxX root, nicns
4YOro 1oro 3MiHi caM.

* Percona Server is distributed with several useful UDF (User Defined Function) from Percona Toolkit. * Run the following commands to create
these functions:

mysql -e "CREATE FUNCTION fnvla 64 RETURNS INTEGER SONAME 'libfnvla udf.so'"
mysql -e "CREATE FUNCTION fnv_64 RETURNS INTEGER SONAME 'libfnv _udf.so'"
mysql -e "CREATE FUNCTION murmur hash RETURNS INTEGER SONAME 'libmurmur udf.so'"

* See http://www.percona.com/doc/percona-server/8.0/management/udf_percona_toolkit.html for more details

Mpu HeobXiaHOCTI BCTaHOBJNIOEMO YTUAITK percona-toolkit

percona-release enable tools release
apt update
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apt install percona-toolkit percona-xtrabackup- sysbench
CrapTtyemo cepsep MySQL

root@db ~ # service mysql start

2024/03/14 14:42 - Method

mysql -u root -p

CtBopuMo H6a3y gaHux nodeny
database nodeny;

nodeny;
source /usr/ /nodeny/bill.sql;

Web Server

BcTtaHoBneHHs Apache

apt-get install -yq apache2
Bkntovyaemo noTpibHi HaM Moayni Ana anava:
sudo a2enmod ssl

sudo a2enmod rewrite

sudo a2enmod suexec

sudo a2enmod include

3aCTOCOBYEMO 3MiHM

systemctl restart apache2
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systemctl status apache2

(1) Ons BkntodeHHS https https://www.8host.com/blog/sozdanie-sertifikata-lets-encrypt-dlya-apache-v-debian-10/

2022/03/05 02:05 - Method

Bkntovaemo noTpibHi HamM Moayni Ans onava

sudo a2enmod cgid

CTBOPMMO KOHIr 3aMiCTb AehONTHOro

nano /etc/apache2/sites-available/nodeny.conf
3 TaKNM BMICTOM

VirtualHost
ServerAdmin admincexample.com
ServerName example.com
ServerAlias [JJwww.example.com
DocumentRoot /var/www/nodeny
FilesMatch "\.(pl|cgi|shtml|phtml|php)$"
AddHandler cgi-script .pl
Options +ExecCGI -MultiViews +SymLinksIfOwnerMatch
CGIPassAuth On
FilesMatch
IfModule alias module
ScriptAlias [J/cgi-bin/ "/usr/lib/cgi-bin/"
#ErrorDocument 404 "/cgi-bin/stat.pl"
DirectoryIndex "/cgi-bin/stat.pl”
IfModule
IfModule 'alias module
DirectoryIndex index.html
IfModule
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ErrorLog ${APACHE LOG DIR}/error.log
CustomLog ${APACHE LOG DIR}/access.log combined
VirtualHost
CTBOPMMO CMMJIIHKK and B6iniHry
rm -fR /usr/lib/cgi-bin
ln -s /usr/local/nodeny/htdocs var/www/nodeny
1ln -s /usr/local/nodeny/cgi-bin usr/lib/cgi-bin
BucTasmumo npasa
perl /usr/local/nodeny/install.pl -w=www-data

3aCTOCOBYEMO CBill KOHQIr

sudo a2ensite nodeny.conf
sudo a2dissite 000-default.conf

nepeBipuMOo NOMUAKK KOHIrypau,ii

sudo apache2ctl configtest

By MoBMHHI No6a4nTn HaCTYMHWUI pe3ybTaT:
Syntax OK

3aCTOCOBYEMO 3MiHM

systemctl restart apache2
systemctl status apache2

(1) Ona skntoyveHHa https https://www.8host.com/blog/sozdanie-sertifikata-lets-encrypt-dlya-apache-v-debian-10/
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==== HanawTtyBaHHa NoDeny Plus ====

Migkaymmo moayni ( -x), BCTAHOBUMO BNACHUKa Ta NpaBa Ha annn ( -w), CTBOPUMO CTApPTOBMI KOHQIr (-m), CTBOPUMO CyrnepagMiny (-p) :
code bash

perl /usr/local/nodeny/install.pl -m

perl /usr/local/nodeny/install.pl -x

perl /usr/local/nodeny/install.pl -w=www-data

perl /usr/local/nodeny/install.pl -p admin=

</code>

Install phpMyAdmin

3a noTpebu BcTaHoBAEMO phpMyAdmin
https://computingforgeeks.com/install-phpmyadmin-with-apache-on-debian-10-buster/
Install phpMyAdmin php

sudo apt -y install wget php php-cgi php-pear php-mbstring php8.2-gettext libapache2-mod-php php-common php-
phpseclib php-mysql

cd /tmp

DATA="¢$(wget https://www.phpmyadmin.net/home page/latest.txt -q -0-)"
URL="¢$(echo $DATA | cut -d ' ' -f 3)"

VERSION="¢$(echo $DATA | cut -d ' ' -f 1)"

wget https://files.phpmyadmin.net/phpMyAdmin/${VERSION}/phpMyAdmin-${VERSION}-all-languages.tar.gz
tar xvf phpMyAdmin-${VERSION}-all-languages.tar.gz

Delete compressed file and move the resulting folder to /usr/share/phpmyadmin folder.
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rm “.tar.gz
sudo mv phpMyAdmin- var/www/phpmyadmin

Create directory for phpMyAdmin temp files.

sudo mkdir -p /var/lib/phpmyadmin/tmp

sudo chown -R www-data:www-data /var/lib/phpmyadmin

sudo mkdir /etc/phpmyadmin

sudo cp /var/www/phpmyadmin/config.sample.inc.php /var/www/phpmyadmin/config.inc.php
nano /var/www/phpmyadmin/config.inc.php

#Edit the file and set secret passphrase:
$cfgl 'blowfish secret'] = "H20xcGXxflSd8IwrwVlh6KW6s2rER631";

Configure Temp directory by add
$cfg['TempDir'] = '/var/lib/phpmyadmin/tmp’;

nano /etc/apache2/conf-available/phpmyadmin.conf
# phpMyAdmin default Apache configuration
Alias /pma /var/www/phpmyadmin

Directory /var/www/phpmyadmin
Options SymLinksIfOwnerMatch
DirectoryIndex index.php

IfModule mod php5.c
IfModule mod mime.c
AddType application/x-httpd-php .php
IfModule
FilesMatch ".+\.php$"
SetHandler application/x-httpd-php
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FilesMatch

php value include path .
php _admin value upload tmp dir /var/lib/phpmyadmin/tmp
php admin value open basedir /var/www/phpmyadmin/:/etc/phpmyadmin/:/var/lib/phpmyadmin/:/var/www/php/php-
gettext/:/var/www/php/php-php-
gettext/:/var/www/javascript/:/var/www/php/tcpdf/:/var/www/doc/phpmyadmin/:/var/www/php/phpseclib
php _admin value mbstring.func overload
IfModule
IfModule mod php.c
IfModule mod mime.c
AddType application/x-httpd-php .php
IfModule
FilesMatch ".+\.php$"
SetHandler application/x-httpd-php
FilesMatch

php value include path .
php _admin value upload tmp dir /var/lib/phpmyadmin/tmp
php_admin value open basedir
var/www/phpmyadmin/:/etc/phpmyadmin/:/var/lib/phpmyadmin/: /usr/share/php/php-gettext/:/usr/share/php/php-php-
gettext/:/usr/share/javascript/:/usr/share/php/tcpdf/:/var/www/doc/phpmyadmin/:/usr/share/php/phpseclib
php _admin value mbstring.func overload
IfModule

Directory

# Authorize for setup
Directory /var/www/phpmyadmin/setup
IfModule mod authz core.c
IfModule mod authn file.c
AuthType Basic
AuthName "phpMyAdmin Setup"
AuthUserFile /etc/phpmyadmin/htpasswd.setup

my NoDeny Wiki - https://ndp.pp.ua/



Last update: 2025/07/27 20:58 debian:nodeny https://ndp.pp.ua/doku.php/debian/nodeny

IfModule
Require valid-user
IfModule
Directory

# Disallow web access to directories that don't need it
Directory /var/www/phpmyadmin/templates
Require all denied
Directory
Directory /var/www/phpmyadmin/libraries
Require all denied
Directory
Directory /var/www/phpmyadmin/setup/lib
Require all denied
Directory

You can restrict access from specific IP by adding line like below
Require ip 127.0.0.1 192.168.18.0/24

a2enconf phpmyadmin.conf

systemctl reload apache2

systemctl restart apache2

Visit phpMyAdmin Web interface Open the URL http://[ServerIP/Hosthame]/pma to login into phpMyAdmin dashboard with your Database credentials -
username & password.

2022/03/05 03:19 - Method

Webmin

3a 6axaHHSAM BCTaHoBlOEMO Webmin
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For simply management OS

wget https://raw.githubusercontent.com/webmin/webmin/master/setup-repos.sh
sh setup-repos.sh -f

apt-get install --install-recommends webmin

Edit webmin config

nano /etc/webmin/miniserv.conf

Setting port & disable ssl via change next

ssl=
port=

Apply changes
systemctl restart webmin

Open firewall

NFTables
nft add rule inet filter input ct state new tcp dport counter accept comment "WEBMIN"
Open http://[Host_ip]:8000/ in your browser & log in with your system credentials - username & password.

Ceptudikar

AKLLO Ha CepBEPi BXXe BUKOPUCTOBYETHLCA cepTudikaTy ana apache abo nginx Big Let s Encrypt, To HAaCTYNMHMMM KPOKaMM MOXXHa [04aTW iX 10
webmin:
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BCTAHOBMMO 3MiHHY OTOYEHHS 3 HalIUM LOMEHOM
XDOMAIN="isp.example.com"

BMKOHAEMO 3aMiHy napameTpiB

cat /etc/webmin/miniserv.conf etc/webmin/miniserv.conf.bak

# 3miHnTn abo gogatn port

grep -q '“port=' /etc/webmin/miniserv.conf \
sed -i "s/"port=.*/port=8000/" /etc/webmin/miniserv.conf \
echo "port=8000" etc/webmin/miniserv.conf

# 3MiHUTY abo gogatn listen

grep -q '“listen=' /etc/webmin/miniserv.conf \
sed -i "s/"listen=.*/1isten=8000/" /etc/webmin/miniserv.conf \
echo "listen=8000" etc/webmin/miniserv.conf

# 3miHnTn abo gopatn keyfile

grep -q '“keyfile=' /etc/webmin/miniserv.conf \
sed -i "s|"keyfile=.*|keyfile=/etc/letsencrypt/live/${XDOMAIN}/privkey.pem|" /etc/webmin/miniserv.conf \
echo "keyfile=/etc/letsencrypt/live/${XDOMAIN}/privkey.pem" etc/webmin/miniserv.conf

# 3mMiHnTn abo noaatn extracas

grep -q '“extracas=' /etc/webmin/miniserv.conf \
sed -i "s|"extracas=.*|extracas=/etc/letsencrypt/live/${XDOMAIN}/fullchain.pem|" /etc/webmin/miniserv.conf \
echo "extracas=/etc/letsencrypt/live/${XDOMAIN}/fullchain.pem" etc/webmin/miniserv.conf

# 3miHnTn abo noaatn certfile

grep -q '“certfile="' /etc/webmin/miniserv.conf \
sed -i "s|"certfile=.*|certfile=/etc/letsencrypt/live/${XDOMAIN}/cert.pem|" /etc/webmin/miniserv.conf \
echo "certfile=/etc/letsencrypt/live/${XDOMAIN}/cert.pem" etc/webmin/miniserv.conf
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systemctl restart webmin

2022/03/05 03:27 - Method

FreeRadius

JaHunin BapiaHT yCTaHOBKM He 3 oiLiHOT JOKYMeHTaLii | po3pobneHnin ons Hawwoi Mepexi, afne MoXxe ByTy NopToBaHWI i B IHLLI MepeXxi!
| BiH He mae MySQL moayns, ane € noTy>KHun Mmoaynb PERL, akmin go3sonse pobutu 3anutu oo 6a3m Habarato 3py4Hiwe B nnaHi
£2% % maHinynsuin. Ha ogiuiiHomy cainTi FreeRadius cka3aHo, wo rim_perl npoaykTusHiwe rim_sql. BukopncTaHHs Lboro BapiaHTa Bu pobuTe
Ha CBiN CTpax i pU3uK :)

apt-get install freeradius freeradius-mysql freeradius-utils libauthen-radius-perl
apt-mark hold freeradius

cpanm -n Authen::Radius

KoHdirypauis

00
Buaoanumo 3anBe, nonepenHsLo 3pobuein bekan D
cp -r /etc/freeradius etc/freeradius .0rig
rm /etc/freeradius sites-enabled
rm /etc/freeradius mods-enabled/eap
rm /etc/freeradius mods-enabled/ntlm auth
rm /etc/freeradius mods-enabled/mschap
nano /etc/freeradius mods-config/attr filter/access reject
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nonpaBuMo TyT

DEFAULT

# EAP-Message = * ANY,

State =* ANY,
Message-Authenticator =* ANY,
Error-Cause =* ANY,
Reply-Message =" ANY,
MS-CHAP-Error = ANY,

Proxy-State =* ANY
CTBOPUMO OCHOBHUIN KOHIr /etc/freeradius/3.0/sites-enabled/nodeny 3 Takum BMiCTOM:

cat EOT etc/freeradius sites-enabled/nodeny
server nodeny
listen
type = auth
ipaddr =
port =

listen
type = acct
ipaddr =
port =

authorize
detail
# preprocess
files
perl

authenticate
Auth-Type PAP
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pap

# Auth-Type CHAP {
# chap

# }

# Auth-Type MSCHAP {
# mschap

# }

Auth-Type Perl
perl

preacct
acct _unique
preprocess

accounting
attr filter.accounting response
perl

session
radutmp

post-auth
perl

EOT

TakoxX, 3a 6aXKaHHAM, MOXXHa 3aBaHTaXUTH KOHQir cepBepa CTaTUCTUKN
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1n -s /etc/freeradius sites-available/status /etc/freeradius sites-enabled/status
Onuwemo noKanbHWUM cepeep AOCTYNy ANS TeCTiB, CIOAM X BMUCYEMO BCi cBOi BPACK 3a aHanorie

cat EOT etc/freeradius clients.conf
client 127.0.0.1

ipaddr = 127.0.0.1

secret hardpass5

shortname=NoDenyDB

nastype = cisco

EOT

cat EOT etc/freeradius mods-config/files/authorize
DEFAULT Auth-Type = Perl
Fall-Through = yes

EOT
cat EOT etc/freeradius mods -enabled/perl
perl

filename = /usr/local/nodeny/nod/ radius.pl
EOT

Permission denied

Ockinbku freeradius BUKOPUCTOBYE MOAY i 3 AUPEKTOPII BiNHTY, NpK 3anyCcKy MOXEMO OTPUMYBaATU NOMUAKY, CXOXKY Ha HACTYMHY

'Can”t open perl script "/usr/local/nodeny/nod/ radius.pl": Permission denied'
‘rlm _perl: perl parse failed: /usr/local/nodeny/nod/ radius.pl not found or has syntax errors'
'/etc/freeradius/3.0/mods-enabled/perl[1l]: Instantiation failed for module "perl"'

https://ndp.pp.ua/ Printed on 2025/08/30 01:00



2025/08/30 01:00 17/19 NoDeny Next

o6 ue BunpasuTmn, HeobXigHO 3MIHUTK KOpUCTYyBaYa 3anycky freeradius, wob freeradius Mir BUKOPUCTOBYBaTU (haln 3a MeXaMu KaTasiory CBOIX
KOHirypauiu

nano /etc/freeradius radiusd.conf
Y cekuUii 'security' KOMEHTYEMO KOPUCTYBaYva Ta rpyny

#user = freerad
#group = freerad

TakoX nepeBn3HAYNMO CUCTEMHUI HOHIT
systemctl edit --full freeradius
B HbOMy NOTPiIOHO 3aKOMEHTYBaTWN PALKN e BKa3aHO KOPUCTYBaYa i rpyny, Bif iMeHi aKux BiabyBaeTbCS 3anycK.

#User=freerad
#Group=freerad

systemctl daemon-reload
service freeradius restart

Mepesipsemo
journalctl -xeu freeradius.service

MaeMo NobayunTm WOCh CXOXKE Ha HACTyMNHe

freeradius : Copyright (C - The FreeRADIUS server project and contributors
freeradius : There is NO warranty; not even MERCHANTABILITY or FITNESS FOR A
freeradius : PARTICULAR PURPOSE

freeradius : You may redistribute copies of FreeRADIUS under the terms of the
freeradius : GNU General Public License

my NoDeny Wiki - https://ndp.pp.ua/



Last update: 2025/07/27 20:58

debian:nodeny

https://ndp.pp.ua/doku.php/debian/nodeny

freeradius
freeradius
freeradius
freeradius
freeradius
freeradius
freeradius
freeradius
freeradius
freeradius
freeradius

For more information about these matters, see the file named COPYRIGHT

Perl version: 5.36.0

rim detail

auth log

: Compiling Autz-Type Status-Server
: Compiling Auth-Type PAP
: Compiling Auth-Type Perl

: Starting - reading configuration files
: Debugger not attached

: Creating attribute Unix-Group

"User-Password' suppressed, will not appear
attr Autz-Type

attr Auth-Type

attr Auth-Type

radiusd: #### Skipping IP addresses and Ports ####

3aBepLueHUe yCTaHOBKU

systemctl enable freeradius
systemctl restart freeradius
systemctl status freeradius

He 3abyBaemo HanawTyBaTh hanpson

MNepeBipAEMO BUKOPUCTAHHSA MOPTIB

ss -alun4 | grep -E '1812|1813"

baynmo

UNCONN
UNCONN
UNCONN

[C BB
© oo
© oo
© o r

https://wiki.mikbill.pro/billing/bez_deneg

: Configuration appears to be OK

(ol oM o]
© oo
o oo
o oo

detail output
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