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YctaHoBka NoDeny Nex Ha Debian

YcTaHoBka NoDeny+ Ha Debian gna MeHs Hy>XXHa, T.K. BCe CBOM CepBepa A AepXXy Ha

. BMpPTYyaJiKax, a Kak u3BecTHO, y FreeBSD npobnembl C CKOPOCTbIO 3anncK Ha AUCK Noj
@ KVM\QEMU!

K ToMy e 1 He ncnonb3yto hanpeon bununHra, KOTopbln 3aTo4eH nog FreeBSD

NoDeny 3arpyska

Ha MOMEHT HanuCcaHMUsA CTaTbyu eCcTb 3 peno3uTopusn:

e fnemoBepcus svn://nodeny-plus.com.ua/nodenyfree
e cTabunbHag svn://nodeny-plus.com.ua/release
e HOBas BeTKa svn://nodeny-plus.com.ua/release/next

A 4 4
s 6yay Ucnonb30BaTb NOCAEAHWIA, MO CKOJIbKY Y MEHS €CTb MOAMNNCKa

N TakK, CKaynBaem bunmHr
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cd /usr/local
svn co svn://nodeny-plus.com.ua/release/next nodeny

CTaBuM nakeTbl AN 6unmHra

apt-get install -y libcrypt-rijndael-perl libdbd-mysql-perl libjson-perl libnet-arp-perl libcpanel-json-xs-perl
liblwp-protocol-https-perl libcgi-pm-perl

ligpay\pingserver\n gpyrue

apt-get install -y libxml-simple-perl libdigest-sha-perl liblwp-useragent-determined-perl libcrypt-ssleay-perl
ona telegram

cpanm -n WwWW::Telegram: :BotAPI

415 ponmon

apt-get install -y snmp libnet-telnet-cisco-perl libparallel-forkmanager-perl

cpanm -n Net::SNMP::Util

Web Server

YcTaHoBKa Apache
apt-get install -yq apache2
Bkto4aeM Hy>XHble HaM MoayAn AN anava:

sudo a2enmod ssl rewrite suexec include cgid
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Co3paanM KOHUr BMeCTO AehONTHOro
nano /etc/apache2/sites-available/nodeny.conf
C TaKUM COLEPXXNMbIM

VirtualHost
ServerAdmin admincexample.com
ServerName example.com
ServerAlias www.example.com
DocumentRoot /var/www/nodeny
FilesMatch "\.(pl|cgi|shtml|phtml|php)$"
AddHandler cgi-script .pl
Options +ExecCGI -MultiViews +SymLinksIfOwnerMatch
FilesMatch
IfModule alias module
ScriptAlias /cgi-bin/ "/usr/lib/cgi-bin/"
#ErrorDocument 404 "/cgi-bin/stat.pl"
DirectoryIndex "/cgi-bin/stat.pl”
IfModule
IfModule 'alias module
DirectoryIndex index.html
IfModule
ErrorLog ${APACHE LOG DIR}/error.log
CustomLog ${APACHE LOG DIR}/access.log combined
VirtualHost

Co3pagnm CUMINHKKW Ong BunnHra
rm -fR /usr/lib/cgi-bin
ln -s /usr/local/nodeny/htdocs/ /var/www/nodeny

1ln -s /usr/local/nodeny/cgi-bin/ /usr/lib/cgi-bin

BbicTaBuM npaBsa
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perl /usr/local/nodeny/install.pl -w=www-data
MpuMeHsieM CBOM KOHUT

sudo a2ensite nodeny.conf
sudo a2dissite 000-default.conf

NpoBepvM OLMBKN KOHGMIypaLuum

sudo apache2ctl configtest

Bbl 4OJIKHBI YBUAETH CNeAyoWNiA pe3yibTaT:
Syntax OK

[NpumeHaem n3MeHeHNs

systemctl restart apache2
systemctl status apache2

OTKpbliBaeM NopThl (haepBosia
sudo ufw allow http

sudo ufw allow https
sudo ufw reload

(1) Ons BkntoveHns https https://www.8host.com/blog/sozdanie-sertifikata-lets-encrypt-dlya-apache-v-debian-10/

ba3a paHHbIX

e
— )
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.. A He byay ncnonb3osaTb MySQL, T.K. ¢ bunnHrom npekpacHo pabotaeT n MariaDB! ICTOYHMK
I . AHa MariaDB mMoxHo 6yaeT noaHsaTb Galera Cluster!!!

mysql -u root -p
Co3pagmm H6asy oaHHbIX nodeny

database nodeny;
nodeny;
source /usr/ /nodeny/bill.sql;

Install apache2 php phpMyAdmin

Webmin

FreeRadius

https://kifarunix.com/install-freeradius-with-daloradius-on-debian-9/

£ " . JlaHHbIll BapuaHT yCTaHOBKM He 13 oduLMabHOM LOKYMEHTaLMM 1 pa3paboTaH A1S HaLLel CeTI HO MOXET BbITb MOPTUPOBAH U B Apyrie
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ceTtun! OH He nmeeT MySQL Moayns, HO eCTb MOLLHBIA MOAYb PERL, KOTOPLIA MO3BONSAET AenaTb 3anpockl K 6a3e Ha MHOro ynobHew B
/4 NnaHe maHunynauuin. Ha odpuunansHom cante FreeRadius ckasaHo 4To rim_perl npoussogutensHei rim_sql. icnonb3oBaHne fgaHoro
. BapuMaHTa Bbl AelaeTe Ha CBOM CTPax M PUCK :).

e

YcTaHOBKA NakeToB

apt-get install freeradius freeradius-mysql freeradius-utils

sudo ufw allow to any port proto udp
sudo ufw allow to any port proto udp
sudo ufw reload

00
Ypanum nuwHee, npefiBapuTenbHo caenas 63kan @
cp -r /etc/freeradius etc/freeradius .orig
rm /etc/freeradius sites-enabled
rm /etc/freeradius mods-enabled/eap
rm /etc/freeradius mods-enabled/ntlm auth
rm /etc/freeradius mods-enabled/mschap
nano /etc/freeradius mods-config/attr filter/access reject

nonpasunm 30ecCb

DEFAULT

# EAP-Message =* ANY,
State =" ANY,
Message-Authenticator =* ANY,
Error-Cause =* ANY,
Reply-Message =* ANY,
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MS-CHAP-Error =* ANY,
Proxy-State =" ANY

Co3pnanmM OCHOBHOM KOH(UT
nano /etc/freeradius/3.0/sites-enabled/nodeny

C TakKNM COOEPXKUMbIM:

/etc/freeradius/3.0/sites-enabled/nodeny

server nodeny
listen
type = auth
ipaddr =
port =

listen
type = acct
ipaddr =
port =

authorize
detail
# preprocess
files
perl

authenticate
Auth-Type PAP

pap

# Auth-Type CHAP {
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# chap

# }

# Auth-Type MSCHAP {
# mschap

# }

Auth-Type Perl
perl

preacct
acct unique
preprocess

accounting
attr filter.accounting response
perl

session
radutmp

post-auth
perl

Takxxe, Mo XenaHut, MOXXHO noarpy3snTb KOH(DI/IF cepBepa CTaTUCTUKKN

1n -s /etc/freeradius sites-available/status /etc/freeradius sites-enabled/status
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Onuwiem NokKasbHbI CepBep AoCTyNa And TeCToB, Ctoa Xe BNMnUCbiBaeM BCE CBOU BPAChI no aHanorum

echo ' etc/freeradius clients.conf
nano /etc/freeradius clients.conf

/etc/freeradius/3.0/clients.conf

client 127.0.0.1

ipaddr = 127.0.0.1

secret = hardpass5

shortname = NoDenyDB

nastype = cisco
echo ' etc/freeradius users
nano /etc/freeradius users

Jetc/freeradius/3.0/users

DEFAULT Auth-Type = Perl
Fall-Through = yes

echo '' etc/freeradius mods-enabled/perl
nano /etc/freeradius mods -enabled/perl

/etc/freeradius/3.0/mods-enabled/perl

perl

filename usr/local/nodeny/nod/ radius.pl
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Sl He 3Halo NoYeMy, HO paguycC oTKasbiBaeTca paboTaTe C MOMM CKPUNTOM Ha AebuaHe No npuynHe HeJOCTaTOYHbIX NPaB Ha (ann. s nepenpobosan
BCe KOMbOMHauMKM nNpas 1 BnajesbLUeB Ha (ai, HO pe3ybTaT TOT Xe. EAMHCTBEHHOE Y4TO NOMOr0, Tak 3TO U3MEHUTb B HAaCTPOMNKax caMoro paguyca
nonb3oBaTens u rpynny simbo soobLLe nx 3aKkOMeHTUpPoBaTb. A Tak U NOCTYNWI:)

nano /etc/freeradius radiusd.conf

B CeKUMM “security” KOMMeHTUpyeM noJsib3oBaTesa u rpynny

# user = freerad
# group = freerad

Mysql npouenypbl

nodeny utf8

DELIMITER $$%
DEFINER="root @ localhost’

real login
SUBSTRING INDEX(login, '+
id, name, 'Password'’ Attribute
users name=real login;

$$
DELIMITER ;

DELIMITER $$%
DEFINER="root @ localhost’
“properties’

utf8 general ci;

"p5 radcheck® “login’

real login;
AES DECRYPT (passwd, 'hardpass'

"p5 radupdate’ “login’

\ip\
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usr_id ;
usr_ip ;
real login ;
ip_index ;
SUBSTRING INDEX(login, '+' real login;
login ‘[+][0-9]+$"
login, real login, ''),6 ‘'+', "'
ip index=0; ;
id usr id users name=real login ;
get ip by num(usr id, ip index usr _ip;
set auth(ip, CONCAT('mod=pppoe;" properties, ':', "'
$$
DELIMITER ;
DELIMITER $$
DEFINER="root @ localhost’ "p5 radreply’ “login’
usr_id ;
ip index ;
usr ip ;
real login ;
SUBSTRING INDEX(login, '+' real login;
login ‘[+]1[0-9]+%"
login, real login, ''),K '+', "'
ip index=0; ;
id usr_id users name=real login ;
get ip by numl(usr id, ip index usr_ip;

login, 'Framed-IP-Address' usr_ip, '=';

ip_index;

ip_index;
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login, 'Framed-IP-Netmask', '255.255.255.255",'=";
login, 'Framed-Protocol', 'PPP', '=";
$$

DELIMITER ;

DELIMITER $$
DEFINER="root @ localhost’ "p5 radparam’ “login’

usr_id ;
real login ;

login '[+]1[0-9]+%"
SUBSTRING INDEX(login, '+' real login;
real login=login; ;

id usr id users name=real login ;

s.module, s.param ‘v _services s
users u S.uid=u.id
u.state="'on' s.uid=usr_id s.tags '%,wait pos balance,%"';

$$
DELIMITER ;

DELIMITER $$
DEFINER="root @ localhost’ "p5 radtraf’ “login’ “ses’
“trafin® “trafout”

usr id ;

t in ;

t out ;

real login ;

login '[+]1[0-9]+%"
SUBSTRING INDEX(login, '+' real login;
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real login=login; ;

id usr_id users name=real login

trafin IFNULL traf in ses traf ses id=ses
trafout - IFNULL traf out ses traf ses id=ses
users_trf inl=inl + t _in, outl-outl + t out uid=usr_id;

ses traf
DUPLICATE traf in=trafin, traf out=trafout
@s = CONCAT('INSERT INTO X' NOw b NOw
stmtl @s;
@iface ;
@cls ;
@ts UNIX TIMESTAMP ;
@usr_id = usr _id;
@t in = t in;
@t out t out;
stmtl @usr_id, @iface, @ts, @cls, @t in, @t out;
DEALLOCATE stmtl;
$$
DELIMITER ;

3aBepLUeHne YCTaHOBKHU

systemctl enable freeradius
systemctl restart freeradius
systemctl status freeradius

rc.local
https://softnastroy.com/content/vklyuchaem-rclocal-v-debian-9-stretch.html

https://wiki.mikbill.pro/billing/bez_deneg

ses id ses traf in=trafin, traf out=trafout

UNIX TIMESTAMP
b NOW

.
’

t in;
t out;

UNIX TIMESTAMP

‘ VALUES(?,?7,7,7,72,7)"
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