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NoDeny Next

BctaHoBseHHA NoDeny Nex Ha Debian

YcTaHoBka NoDeny+ Ha Debian meHi noTpibHa, T.K. BCi CBOi CepBepn 1 TpUMalo Ha BipTyaskax, a
K BioMo, y FreeBSD npobnemu 3i WBMAKICTIO 3anncy Ha anck nig KVM QEMU!

[l0 TOro X, g He BUKOPUCTOBYIO harpBon BiniHry, aknii 3aTo4eHun nig FreeBSD

NoDeny 3aBaHTa)>eHHA

Ha MOMEHT HanucaHHA CTaTTi € 3 peno3uTopii:

e nemoBepcia svn://nodeny-plus.com.ua/nodenyfree
e cTtabinbHa svn://nodeny-plus.com.ua/release
* HOBa rifika svn://nodeny-plus.com.ua/release/next

\ A 4
s 6yly BUKOPUCTOBYBATW OCTaHHI, OCKINIbKW Y MEHE € NiAnNncka

i TaK, 3aBaHTaXXYEMO BiniHr

cd /usr/local
svn co svn://nodeny-plus.com.ua/release/next nodeny

CtaBumo nakeTu ana 6iniHry
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apt-get install -y libcrypt-rijndael-perl libdbd-mysql-perl libjson-perl libnet-arp-perl libcpanel-json-xs-perl
liblwp-protocol-https-perl libcgi-pm-perl

ligpay\pingserver\Ta iHLUi

apt-get install -y libxml-simple-perl libdigest-sha-perl liblwp-useragent-determined-perl libcrypt-ssleay-perl
ans telegram

cpanm -n WWW::Telegram: :BotAPI

L15 ponmon

apt-get install -y snmp libnet-telnet-cisco-perl libparallel-forkmanager-perl

cpanm -n Net::SNMP::Util

Web Server

BcTtaHoBneHHs Apache

apt-get install -yq apache2

Bkatovaemo noTpibHi HamM Moayni ANna onava:

sudo a2enmod ssl rewrite suexec include cgid
CTBOPMMO KOHQIr 3aMiCTb 4edONTHOro

nano /etc/apache2/sites-available/nodeny.conf

3 TaKVUM BMiCTOM
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VirtualHost
ServerAdmin admincexample.com
ServerName example.com
ServerAlias [JJwww.example.com
DocumentRoot /var/www/nodeny
FilesMatch "\.(pl|cgi|shtml|phtml|php)$"
AddHandler cgi-script .pl
Options +ExecCGI -MultiViews +SymLinksIfOwnerMatch
FilesMatch
IfModule alias module
ScriptAlias [JJ/cgi-bin/ "/usr/lib/cgi-bin/"
#ErrorDocument 404 "/cgi-bin/stat.pl"
DirectoryIndex "/cgi-bin/stat.pl”
IfModule
IfModule 'alias module
DirectoryIndex index.html
IfModule
ErrorLog ${APACHE LOG DIR}/error.log
CustomLog ${APACHE LOG DIR}/access.log combined
VirtualHost

CTBOPMMO CMMJIIHKK and BiniHry

rm -fR /usr/lib/cgi-bin

1ln -s /usr/local/nodeny/htdocs/ /var/www/nodeny
ln -s /usr/local/nodeny/cgi-bin/ /usr/lib/cgi-bin
BucTtasumo npaea

perl /usr/local/nodeny/install.pl -w=www-data

3aCTOCOBYEMO CBill KOHQIr
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sudo a2ensite nodeny.conf
sudo a2dissite 000-default.conf

nepeBipuMOo NOMUAKK KOHGirypauii

sudo apache2ctl configtest

By noBMHHI No6a4nTn HaCTYMHWUI pe3ynbTaT:
Syntax OK

3aCTOCOBYEMO 3MiHM

systemctl restart apache2
systemctl status apache2

BiokpmBaemo nopTu haepsosy
sudo ufw allow http
sudo ufw allow https

sudo ufw reload

(1) Ans sknoveHHs https https://www.8host.com/blog/sozdanie-sertifikata-lets-encrypt-dlya-apache-v-debian-10/

ba3a paHux

A1 He BukopuctosyBaTuMy MySQL, ocKinbku 3 6iniHrom 4ynoso npautoe i MariaDB! [I>xepeno
&% AHa MariaDB moxHa 6yne nigHsTu Galera Cluster!
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mysql -u root -p
CtBopumo 6a3y gaHumx nodeny
database nodeny;

nodeny;
source /usr/ /nodeny/bill.sql;

Install apache2 php phpMyAdmin

Webmin

FreeRadius

https://kifarunix.com/install-freeradius-with-daloradius-on-debian-9/

[laHn BapiaHT YCTAHOBKMN He 3 0QillinHOT AOKYMeHTaUii i po3pobneHnin gna Hawwoi Mepexi, ane Moxe ByTn NOPTOBAHUN i B iHLII Mepexi!
| BiH He mae MySQL monyns, ane € noTyXHUin moaynb PERL, sikuin fo3sonse pobutu 3anutu go 6asm HabaraTo 3pyyHile B naaHi
MaHinynsauin. Ha odiuinHomy canTi FreeRadius ckasaHo, wo rim_perl npogykTusHiwe rim_sql. BukopucTaHHs LbOro BapiaHTa Bu pobute
Ha CBiil CTpax i pU3uK :)
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BcTaHOBJZIeHHA NakKeTiB

apt-get install freeradius freeradius-mysql freeradius-utils

sudo ufw allow to any port proto udp
sudo ufw allow to any port proto udp
sudo ufw reload

o0
Buaoanvumo 3anse, nonepenHsbo 3pobusin bekan @D
cp -r /etc/freeradius etc/freeradius .orig
rm /etc/freeradius sites-enabled
rm /etc/freeradius mods -enabled/eap
rm /etc/freeradius mods-enabled/ntlm auth
rm /etc/freeradius mods -enabled/mschap
nano /etc/freeradius mods-config/attr filter/access reject

nonpaBumo TyT

DEFAULT

# EAP-Message = * ANY,

State =* ANY,
Message-Authenticator =* ANY,
Error-Cause =* ANY,
Reply-Message =" ANY,
MS-CHAP-Error = ANY,

Proxy-State =* ANY
CTBOPMMO OCHOBHWIA KOHIr

nano /etc/freeradius/3.0/sites-enabled/nodeny
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3 TaKUM BMIiCTOM:

/etc/freeradius/3.0/sites-enabled/nodeny

server nodeny
listen
type = auth
ipaddr =
port =

listen
type = acct
ipaddr =
port =

authorize
detail
# preprocess
files
perl

authenticate
Auth-Type PAP

pap

# Auth-Type CHAP {
# chap

# }

# Auth-Type MSCHAP {
# mschap

# }

Auth-Type Perl
perl
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preacct
acct unique
preprocess

accounting
attr filter.accounting response
perl

session
radutmp

post-auth
perl

Takox, 3a 6a)KaHHAM, MOXHa 3aBaHTaXXWUTW KOHMIr cepeepa CTaTUCTUKK
ln -s /etc/freeradius sites-available/status /etc/freeradius sites-enabled/status
Onwnwemo noKanbHUM cepeep AOCTYyNy ANS TeCTiB, CIOAM X BMMCYyeMO BCi cBoi BPACK 3a aHanorie

echo etc/freeradius clients.conf
nano /etc/freeradius clients.conf
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/etc/freeradius/3.0/clients.conf

client 127.0.0.1
ipaddr = 127.0.0.1
secret = hardpass5
shortname=NoDenyDB
nastype = cisco

echo ' etc/freeradius users
nano /etc/freeradius users

Jetc/freeradius/3.0/users

DEFAULT Auth-Type = Perl
Fall-Through = yes

echo '’ etc/freeradius mods-enabled/perl
nano /etc/freeradius mods-enabled/perl

/etc/freeradius/3.0/mods-enabled/perl

perl
filename usr/local/nodeny/nod/ radius.pl

91 He 3Hato YoMy, asie padiyC BiAMOBNAETLCSA NpaLoBaTK 3 MOIM CKpMNTOM Ha AebiaHi Yepe3 HefoCTaTHI NpaBa Ha (ann. 1 nepenpobysas BCi
KoMbiHaLil NpaB Ta BNaCHWKIB Ha hain, ane pesynbTaT TOW CaMuid. EAMHE, WO AONOMOrJIO0, TakK Le 3MIHATU B HaJlalWTyBaHHAX CaMOro paaiycy
KopucTyBayda i rpyny abo B3arani ix 3aKkOMeHTyBaTW. A TaK i BYNHMB:)

my NoDeny Wiki - https://ndp.pp.ua/


https://ndp.pp.ua/doku.php/debian/nodeny?do=export_code&codeblock=26
https://ndp.pp.ua/doku.php/debian/nodeny?do=export_code&codeblock=28
https://ndp.pp.ua/doku.php/debian/nodeny?do=export_code&codeblock=30
http://perldoc.perl.org/functions/local.html

Last update: 2022/03/05 03:10 debian:nodeny

https://ndp.pp.ua/doku.php/debian/nodeny?rev=1646442616

nano /etc/freeradius radiusd.conf
y cekuii “security” KOMEHTYEMO KOpPUCTYBayva Ta rpyny

#user=freerad
# group = freerad

Mysql npouenypm

nodeny utf8

DELIMITER $$%
DEFINER="root @ localhost’

real login
SUBSTRING INDEX(login, '+'
id, name, 'Password’ Attribute
users name=real login;
$$
DELIMITER ;

DELIMITER $$%
DEFINER="root @ localhost”
“properties’

usr_id ;

usr_ip ;
real login

ip index ;

SUBSTRING INDEX(login, '+'
login '[+]1[0-9]+%"

utf8 general ci;
"p5 radcheck® “login’

real login;
AES DECRYPT (passwd, 'hardpass'

"p5 radupdate’ “login®

real login;

\ip\
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login, real login, ''),K '+', "' ip_index;
ip_index=0; ;
id usr_id users name=real login ;
get ip by num(usr id, ip index usr _ip;
set auth(ip, CONCAT('mod=pppoe;" properties,':"', "' ;
$$
DELIMITER ;
DELIMITER $%
DEFINER="root @ localhost’ "p5 radreply’ “login’
usr_id ;
ip_index ;
usr_ip ;
real login ;
SUBSTRING INDEX(login, '+' real login;
login '[+]1[0-9]+%"
login, real login, ''),K '+', "' ip index;
ip index=0; ;
id usr_id users name=real login ;
get ip by numl(usr id, ip_ index usr_ip;

login, 'Framed-IP-Address' , usr_ip, '=";
login, 'Framed-IP-Netmask', '255.255.255.255",'=";
login, 'Framed-Protocol', 'PPP', '=";

$$
DELIMITER ;

DELIMITER $$%
DEFINER="root @ localhost’ "p5 radparam’ “login’

my NoDeny Wiki - https://ndp.pp.ua/



Last update: 2022/03/05 03:10 debian:nodeny https://ndp.pp.ua/doku.php/debian/nodeny?rev=1646442616

usr_id ;
real login ;

login ‘[+]1[0-9]+%"
SUBSTRING INDEX(login, '+ real login;
real login=login; g

id usr_id users name=real login ;

s.module, s.param ‘v _services s
users u s.uid=u.id
u.state='on' S.uid=usr_id s.tags '%,wait pos balance,%';
$$
DELIMITER ;

DELIMITER $%

DEFINER="root @ localhost" "p5_radtraf’ “login’ ‘ses’
“trafin’ “trafout”
usr id ;
t in g
t out :
real login ;
login '[+]1[0-9]+%"
SUBSTRING INDEX(login, '+' real login;
real login=login; ;
id usr_id users name=real login ;
trafin - IFNULL traf _in ses traf ses _id-=ses t in;
trafout IFNULL traf out ses traf ses id=ses t out;
users_trf inl=inl + t in, outl-outl + t out uid=usr_id;
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ses traf
DUPLICATE
@s = CONCAT('INSERT INTO X'
stmtl @s;
@iface ;
@cls C
@ts UNIX TIMESTAMP
@usr_id = usr _id;
@t _in = t in;
@t out t out;
stmtl
DEALLOCATE stmtl;
$$
DELIMITER ;

3aBeplueHue yCTaHOBKHU

systemctl enable freeradius
systemctl restart freeradius
systemctl status freeradius

rc.local

ses id=ses
traf _in=trafin

@usr_id, @iface

traf_in=trafin

NOW 0

@ts, @cls, @t in

traf out=trafout

traf out=trafout

NOW )

@t out;

https://softnastroy.com/content/vklyuchaem-rclocal-v-debian-9-stretch.html

https://wiki.mikbill.pro/billing/bez_deneg

UNIX TIMESTAMP

UNIX TIMESTAMP();

NOW ‘ VALUES(?,?7,7,7,7,7)"'

.
’
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