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Po3ropTaEmMo BUCOKOMPOAYKTUBHUIA Be3kowToBHNA DNS-cepBep B CKafi aBTOPUTAPHOr0 CepBepa 3 AOMEHaMMN KOPUCTYBaYa, OKPEMUM PEKYPCUBHUM
cepepoM i banaHcyBanbHMKOM dnsdist

! All we do from sudo user!!!

https://repo.powerdns.com/

Install DNSdist

BcTaHOBNEHHS Ta HanawwTyBaHHA 6anaHcyBanbHMKa dnsdist

Dnsdist - ue BucokonpoayktneHmin DNS-, DoS- Ta abuse 6anaHCcyBanbHUK.

OCHOBHE Oro 3aBAaHHA NONArae y MapLupyTusaLii Tpadiky Ha Hankpalwmin cepsep, Wo 3abe3neyvye MakCMManbHy
NPOAYKTUBHICTb ANA A03BONEHNUX KOPUCTYBAYIB, Y TOM Yac SK BiAOYBAETbCA WWYHTYBaHHA abo 6/10KyBaHHS LIKiAANBOroO

Tpadiky.
6 Mae Benin4e3Hy KilbKiCTb KOPUCHUX (DYHKLIR:

e ®inbTpyBaTH TPAMIK (3 94pa)

e [lepeBipsaTn NpaAMUIA Tpadik 3 KOHCOI

3aTpyMyBaTuK Ta 06MeXyBaTy LWBMAKICTb MOraHMX 3anuTiB
IHTenekTyanbHe 6anaHCyBaHHS HaBaHTaXXEHHS
ObmexeHHs QPS Ta iH.
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B peno3nTopiax € 3a3BMYai, 3acTapifia Bepcid, TOMy 3arnsHeMo Ha canT https://repo.powerdns.com/

Tam 3Haxommo cTabinbHy BepcCito NporpaMm i 3aCTOCOBYEMO 3MiHM B CAUCKY Peno3nTopiiB

sh -c 'echo "deb [arch=amd64] http://repo.powerdns.com/debian bullseye-dnsdist-17 main" >

/etc/apt/sources.list.d/pdns.list’

tee /etc/apt/preferences.d/dnsdist<<EOF
Package: dnsdist*

Pin: origin repo.powerdns.com
Pin-Priority: 600

EOF

curl https://repo.powerdns.com/FD380FBB-pub.asc | sudo gpg --no-default-keyring --keyring gnupg-

ring:/etc/apt/trusted.gpg.d/powerdns.gpg --import
chmod etc/apt/trusted.gpg.d

BcTtaHoBuMO nakeT dnsdist

apt-get update -y
apt-get install -y dnsdist

BioKpMBaEMO KOHirypauinHui gann
nano /etc/dnsdist/dnsdist.conf
i HABOAMMO [0 TaKoro BUrnsagy:

setLocal('127.0.0.1"

addLocal('ANOTHER IP'

addLocal('ANOTHER IPV6 IP'

setACL({'0.0.0.0/0' -- Allow all IPs access
newServer({address='127.0.0.1:5300', pool='auth'
newServer({address='127.0.0.1:5301', pool='recursor'
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recursive _ips = newNMG

recursive ips:addMask('127.0.0.1/32"'

recursive ips:addMask('192.168.2.0/23"
addAction(NetmaskGroupRule(recursive ips), PoolAction('recursor’
addAction(AllRule(), PoolAction('auth'

AKLLO XO4EMO BiAKPUTK PeKYpCito Ans BCix, To npubupaemo BCi NpasBuna i fogaemo recursive_ips:addMask('0.0.0.0/0").

ff!“_ YBATA!'Y TakoMy pexuMi € MOXMBICTb DDoS-aTaku

MignpaBuMo KOHQIr pekypcopa:
nano /etc/powerdns/recursor.d/recursor.local.conf

local-address=127.0.0.1
local-port=

MignpaBumo KoHQiIr auth:
nano /etc/powerdns/pdns.d/pdns.local.conf

local-address=127.0.0.1
local-port=

service pdns-recursor restart
service pdns restart

https://stat.ripe.net/widget/dns-check

flonaemo cepsic dnsdist B aBT03aBaHTaXXeHHA Ta nepesanyckaeMo:
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systemctl enable dnsdist
systemctl start dnsdist

DNSDIST BLACK LIST

https://github.com/enilfodne/dnsdist-adblock/blob/master/dagg/dagg.lua

YacTo 6yBa€e HeOOXiAHICTb 3 Pi3HUX NPUYUH BNOKYBaTK HeBaXXaHi JOMEHW, OCb Mil BapiaHT
mkdir -p /etc/dnsdist/conf.d

Ona akTuBauii YnTaHHA KOHirypauin 3 /etc/dnsdist/conf.d/ ninnpasmumo

nano /etc/dnsdist/dnsdist.conf

AoJaBluy nicna pagkie 3 “newServer()”

includeDirectory("/etc/dnsdist/conf.d"

nano /etc/dnsdist/conf.d/dagg.conf

-- https://github.com/enilfodne/dnsdist-adblock/blob/master/dagg/dagg. lua

-- add "includeDirectory("/etc/dnsdist/conf.d")" to /etc/dnsdist/dnsdist.conf
-- put this file into "/etc/dnsdist/conf.d"

Dagg
-- config
config
blacklistip "127.0.0.127"
actionlog
path “/var/log/dnsdist blocked.log"
blocklist
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path "/etc/dnsdist/black.list"

reload
target “reload.blacklist.local."

unload
target "unload.blacklist.local."

-- table storing the domains that need to be blocked
table

-- only used for wildcard domains

smn newSuffixMatchNode

-- default - fast string comparison

str

-- read all the domains in a set
DaggLoadDomainsFromFile(file
f = io.open(file, "rb"

-- verify that the file exists and it is accessible
f nil
domain in f:lines
domain domain: lower
domain domain.."."
string.find(domain, "*."
suffix = domain:gsub("*."

Dagg.table.smn:add(suffix

Dagg.table.str[domain true
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f:close()
end
end

-- verbose, but clear
function DaggLoadBlocklist()
-- no reason, just for clarity
Local file = Dagg.config.blocklist.path
-- not really necessary, but keep similarity to other versions

local f = io.open(file, "rb")

if f ~= nil then
-- file exists, close and proceed with sed
f:closel()
-- 1t appears that even when using:

-- 'local var = str2 .. str2'

-- the variable is not being garbage-collected
-- and it ends up looking like a memory leak.

-- let me know if if there's a better way

-- os.execute("sed '/\\.$/ ! s/$/\\./" -1 " .. file)
else

errlog "[Dagg] the blocklist file is missing or inaccessible!"
end

DaggLoadDomainsFromFile(file)
end

-- clear the table from memory
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DaggClearTable

Dagg.table
smn newSuffixMatchNode
str

-- write down a query to the action log
DaggWriteToActionLog(dq
-- write-down the query
f io.open(Dagg.config.actionlog.path

a

f nil
query name = dq.qgname:toString
remote addr = dq.remoteaddr:toString

msg string.format("[%s][%S] %S

f:write(msg, "\n"
f:close

-- main query action
DaggIsDomainBlocked(dq
gname = dqg.qname:toString lower

os.date

" 1%Y -%m-%dT%sTZ"

Dagg.table.smn:check(dq.qgname) or Dagg.table.str[gname

errlog ("[Dagg] "..gname

in blacklist and redirected to

-- set QueryResponse, so the query never goes upstream

dq.dh:setQR(true

-- set a CustomTag
-- you can optionally set a tag and process

t

remote addr

! Dagg.config.blacklistip

query name
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-- this request with other actions/pools
-- dq:setTag("Dagg", "true")

-- WARNING: it (may?) affect(s) performance
-- DaggWriteToActionLog(dq)

-- return NXDOMAIN - its fast, but apparently
-- some apps resort to hard-coded entries if NX
-- try spoofing in this instance.

-- return DNSAction.Nxdomain,

-- return Spoof - you can spoof the response

-- instead of NX, but this may lead to time-outs
return DNSAction.Spoof, Dagg.config.blacklistip
end
return DNSAction.None, ™"

end
addAction(AllRule LuaAction(DaggIsDomainBlocked

-- reload action
function DaggReloadBlocklist(dq
infolog "[Dagg] re/loading blocklist..."

-- prevent the query from going upstream
dg.dh:setQR(true

-- clear
DaggClearTable

-- clean-up
collectgarbage "collect"

-- load
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DagglLoadBlocklist

-- clean-up
collectgarbage "collect"

-- respond with a local address just in case
DNSAction.Spoof, "127.0.0.127"

addAction(Dagg.config.reload.target, LuaAction(DaggReloadBlocklist
-- unload action

DaggUnloadBlocklist(dq

infolog "[Dagg] unloading blocklist..."

-- prevent the query from going upstream
dq.dh:setQR(true

-- clear
DaggClearTable

-- clean-up
collectgarbage "collect"

-- respond with a local address just in case
DNSAction.Spoof, "127.0.0.127"

addAction(Dagg.config.unload.target, LuaAction(DaggUnloadBlocklist
nano /etc/dnsdist/black. list

.lohotron.shop
porn.Xxxx
xn--80ayhh.xn--clavg
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https://www.punycoder.com/

mkdir -p /etc/systemd/system/dnsdist.service.d

tee /etc/systemd/system/dnsdist.service.d/override.conf<<EOF

[Service]
ExecStartPost=-/usr/bin/sleep 5

ExecStartPost=-/usr/bin/env dig @127.0.0.1 reload.blacklist.local

EOF

systemctl daemon-reload
systemctl enable dnsdist
systemctl restart dnsdist
journalctl -xe

nano /etc/dnsdist/get black list.pl

#!/usr/bin/perl

A Dagg --------------------------
# https://t.me/MrMethod

B o o o m e o o o o o o e e o o e e e e e e e e e e e e e e e e e e m o -
# ver. 2022.10.06 rev. 654

H o o o o o o o e eee oo
use strict

use warnings

use JSON

use Net: :DNS

#use Data: :Dumper;
use LWP: :UserAgent

$blacklist url "http://example.com/blackdns.json’
$blacklist file '/etc/dnsdist/black.list"
$reload host ‘reload.blacklist.local’
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%0ld dns

open $fth, $blacklist file #'<:encoding(UTF-8)",

$line $th

chomp $line
$old dns{$line 1

close($fh

warn "Could not open file '$blacklist file' $!"

#print Dumper \%old dns;

$ua = LWP::UserAgent->new

ssl _opts verify hostname 0
protocols allowed "http', 'https'
timeout 60

$response = $ua->get($blacklist url

%snew_dns
$response->is success
#print $response->decoded content;

@new list decode json($response->decoded content
%snew_dns = map { $ 1 } @new list
# print Dumper \%new dns;

$response->is error
print "Error: $blacklist url\n"
print $response->error_as HTML

die $response->status line

scalar %new dns join( ' ', sort keys %old dns

join

sort keys %new dns
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$new = join( "\n", sort keys %new dns
#print $new."\n";
open $th, '>', $blacklist file
print $fh $new

close($fh

# Set options in the constructor
$resolver Net: :DNS: :Resolver->new
nameservers '127.0.0.1'
recurse
debug

print "Have updates for black.list\n"
$packet = $resolver-=send( $reload host

warn "Could not open file '$blacklist file

print "black.list already updated\n"

cpanm -n JSON JSON::PP Net::DNS LWP::UserAgent LWP:

perl /etc/dnsdist/get black list.pl

[

"*.lohotron.shop",
"porn.xxx",
“xn--80ayhh.xn--clavg"

‘A $reload host

gL

:Protocol::https

https://ndp.pp.ua/

Printed on 2025/08/21 03:29


http://perldoc.perl.org/functions/join.html
http://perldoc.perl.org/functions/sort.html
http://perldoc.perl.org/functions/keys.html
http://perldoc.perl.org/functions/open.html
http://perldoc.perl.org/functions/print.html
http://perldoc.perl.org/functions/close.html
http://perldoc.perl.org/functions/print.html
http://perldoc.perl.org/functions/send.html
http://perldoc.perl.org/functions/warn.html
http://perldoc.perl.org/functions/print.html

2025/08/21 03:29 13/17 PowerDNS DNSDist

SNMP

[10 OCHOBHMX pPeno3nTopiiB He0bXiAHO B KiHELb KOXXHOIO AodaTun “non-free”, iHakwe Aeski NakyHKW He byae 3HanOeHo 0N BCTaHOB/IEHHS.
nano /etc/apt/sources.list
# deb cdrom:[Debian GNU/Linux 11.4.0 Bullseye - Official amd64 NETINST 20220709-10:31]/ bullseye main

deb http://deb.debian.org/debian/ bullseye main non-free
deb-src http://deb.debian.org/debian/ bullseye main non-free

deb http://security.debian.org/debian-security bullseye-security main non-free
deb-src http://security.debian.org/debian-security bullseye-security main non-free

# bullseye-updates, to get updates before a point release is made;

# see https://www.debian.org/doc/manuals/debian-reference/chO2.en.html# updates and backports
deb http://deb.debian.org/debian/ bullseye-updates main non-free

deb-src http://deb.debian.org/debian/ bullseye-updates main non-free

apt update apt install -y snmp-mibs-downloader snmp snmpd

comment line “mibs :” for snmp-mibs-downloader

nano /etc/snmp/snmp.conf

nano /etc/snmp/snmpd.conf

master agentx

agentxperms 0700 0700 dnsdist dnsdist

rocommunity dnsdist42

cd /usr/share/snmp/mibs
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wget https://raw.githubusercontent.com/PowerDNS/pdns/master/pdns/dnsdistdist/DNSDIST-MIB. txt
wget https://www.circitor.fr/Mibs/Mib/F/FLOAT-TC-MIB.mib

chown -R dnsdist:root /etc/dnsdist
chown -R pdns:root /etc/powerdns
chmod var/agentx

Ons akTmBauii SNMP noTpibHo B KiHeLub (ainny
nano /etc/dnsdist/dnsdist.conf
[o4aTW pPAdoK

snmpAgent (true, "/var/agentx/master"
systemctl restart snmpd

systemctl restart dnsdist
journalctl -xe

MepeBipuTn npauesnaTHiCTb SNMP MoXXHa HaCTYNHMMN KOMaHgaMm

snmpwalk -v2c -c dnsdist42 127.0.0.1 .1.3.6.1.4.1.43315
snmpwalk -v2c -m DNSDIST-MIB -c dnsdist42 127.0.0.1 1.3.6.1.4.1.43315

Ocb BUMBIiO OCTaHHbLOI

DNSDIST-MIB: :queries.® = Counter64:
DNSDIST-MIB: :responses.®@ = Counter64:
DNSDIST-MIB: :servfailResponses.@ = Counter64:
DNSDIST-MIB::aclDrops.0 = Counter64:
DNSDIST-MIB: :ruleDrop.0 = Counter64:
DNSDIST-MIB: : ruleNXDomain.@ = Counter64:
DNSDIST-MIB: : ruleRefused.0 = Counter64:

https://ndp.pp.ua/ Printed on 2025/08/21 03:29



2025/08/21 03:29

15/17

PowerDNS DNSDist

DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
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DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
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DNSDIST-MIB:
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DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
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DNSDIST-MIB:

:selfAnswered.® = Counter64:
:downstreamTimeouts.0 = Counter64:
:downstreamSendErrors.0® = Counter64:
:truncFailures.0 = Counter64:

:noPolicy.0 = Counter64:

:latency01.0 = Counter64:

:latencyl110.0 = Counter64:

:latencyl1050.0 = Counter64:
:latency50100.0 = Counter64:
:latencyl001000.0 = Counter64:
:latencySlow.0 = Counter64:
:latencyAVG100.0 = STRING: "2404.139327"
: latencyAVG1000.0 = STRING: "263.185870"
: latencyAVG10000.0 = STRING: "26.556655"
: latencyAVG1000000.0 = STRING: "0.265830"
:uptime.0 = Counter64:

:realMemoryUsage.0 = Counter64:
:nonCompliantQueries.0 = Counter64:
:nonCompliantResponses.® = Counter64:
:rdQueries.0® = Counter64:

:emptyQueries.0 = Counter64:

:cacheHits.0 =
:cacheMisses.0
:cpulserMSec.0 = Counter64:
:cpuSysMSec.0 = Counter64:
:fdUsage.0 = Counter64:
:dynBlocked.0 = Counter64:
:dynBlockNMGSize.0 = Counter64:
:ruleServFail.® = Counter64:
:securityStatus.0 = Counter64:
:specialMemoryUsage.0 = Counter64:
:ruleTruncated.0 = Counter64:
:backendName. 0
:backendName. 1

Counter64:
= Counter64:

STRING: 127.0.

1:
STRING: 127.0.0.1:

0.
0.
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HoTaTtku

:backendLatency.0 = Counter64:
:backendLatency.1
:backendWeight.0® = Counter64:
:backendWeight.1l = Counter64:
:backendOutstanding.® = Counter64:
:backendOutstanding.1l = Counter64:
:backendQPSLimit.0 = Counter64:
:backendQPSLimit.1 = Counter64:
:backendReused.0 = Counter64:
:backendReused.1l = Counter64:

Counter64:

:backendState.0 = STRING: up

:backendState.1l = STRING: up
:backendAddress.0 = STRING: "127.0.0.1:5300"
:backendAddress.1 = STRING: "127.0.0.1:5301"
:backendPools.0 = STRING: auth
:backendPools.1 = STRING: recursor
:backendQPS.0 = Counter64:

:backendQPS.1 = Counter64:

:backendQueries.® = Counter64:

:backendQueries.1l = Counter64:
:backendOrder.0® = Counter64:
:backendOrder.1 = Counter64:

YcTaHoBka DNSCrypt-cepsepa

https://dnslookup.online/ptr.html
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/etc/init.d/pdns-recursor restart

rec_control wipe-cache
/etc/init.d/pdns-recursor status
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