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[debian, debian 12, dns]

PowerDNS AIO

B uin cTaTTi onnwy BCTaHOBMEHHS KoMnaekcy ans obcnyrosysaHHA DNS, B Hel BXOAWTb:

e [ligrotoBka - 6a30Be HanaWTyBaHHA CUCTEMUN Ta BCTAHOBIEHHS HEOOXiAHNX KOMMOHEHTIB
e PowerDNS-Recursor - gna o6cnyrosyBaHHa DNS-3anuTiB KnieHTIB. Bignosigae 3a pekypcusHe BupiweHHs DNS-3anuTis
e PowerDNS-Authoritative - opns o6cnyrosysaHHs DNS-3anuTiB perynaTopis Ta TpMMaHHA BlacHux DNS-30H. Bignosinae 3a aBTopuTapHe
BupiweHHa DNS-3anuTis
e DNSDist - BucokonpoaykTusHum banaHcysasbHUK DNS-3anuTiB (Tex Bif komaHan PowerDNS). 3abe3snedvye banaHCyBaHHSA HaBaHTaXXeHHS Ta
3axucT Big DDoS-aTak
e PowerDNS-Admin - Beb-iHTepenc ana kepysaHHa PowerDNS-Authoritative
e [logaTKOBI MOXMBOCTI - [04aTKOBI MOXJINBOCTI AN NOKPALLEHHSA NPOAYKTUBHOCTI Ta DyHKLIioHany
o DNSDist SNMP - onst MOHITOPUHIY CTaHiB cepBepiB
o YopHuin cnncok DNSDist - ons 610KyBaHHSA WKiAAMBOro Tpadiky
e HoTaTKM - 4OAATKOBI NOCUNAHHSA Ta iHhopMaLis

MiproTtoBka

B peno3unTopiax Debian, 3a3Bmn4an 3acTapifi Bepcii, TOMy 3arnsHemMo Ha canT https://repo.powerdns.com/

Tam 3Haxoammo cTabinbHi Bepcii nporpaM i 4ogamo ix 4o CIUCKY peno3nTopiie

cat <<EOT etc/apt/sources.list.d/powerdns.list

deb [signed-by=/etc/apt/keyrings/powerdns-pub.asc| http://repo.powerdns.com/debian bookworm-dnsdist- main
deb [signed-by=/etc/apt/keyrings/powerdns-pub.asc| http://repo.powerdns.com/debian bookworm-auth- main
deb [signed-by=/etc/apt/keyrings/powerdns-pub.asc| http://repo.powerdns.com/debian bookworm-rec- main
EOT
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BcTuHoBMMO cepTudikaT nignucy onsa penosutopiie stable

install -d /etc/apt/keyrings; curl https://repo.powerdns.com/FD380FBB-pub.asc | sudo tee
etc/apt/keyrings/powerdns-pub.asc

HanawTyemo npiopuTeT ANna peno3nTopiis

cat EOT etc/apt/preferences.d/powerdns
Package:

Pin: origin repo.powerdns.com

Pin-Priority:

EOT

PowerDNS Recursor

PowerDNS Recursor - e pekypcuBHuin DNS-cepBep, akui Bignosifae 3a supiweHHs DNS-3anuTiB kNieHTiB. OCHOBHI
yHKUIT:

@ e PekypcuBHe BupiweHHa DNS-3anuTis
e KellyBaHHA BianoBigemn

e QinbTpauia 3anuTis
e MiaTpumka DNSSEC

BcTtaHoBMMO nakeT pdns-recursor i 36epexxemMo opuriHanbHi KOHIrypauinHi hannm
apt-get update

apt-get install -y pdns-recursor
cp -r /etc/powerdns etc/powerdns.orig
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HanawTyemo afpecy Ta NopT A8 NPOCAyXOBYyBaHHA AN Bepcii Big 5.0

cat EOT etc/powerdns/recursor.d/00 incoming.yml
incoming:

listen: !override

- 127.0.0.1

- 172.16.0.16

port:
EOT

HanawTyemo agpecy Ta nopT A5 NPOC/yXOBYBaHHA A8 Bepcin 0o 5.0

cat EOT etc/powerdns/recursor.d/recursor.local.conf
local-address=0.0.0.0

local-port=

EOT

HanawTyemo [03BONEHI Mepexi Ans NpoCciyxoByBaHHA ANna Bepcin Bif 5.0

cat <-<EOT etc/powerdns/recursor.d/01 allow-from.yml
incoming:
allow from: 'override
- 0.0.0.0/0 # Allow from any
127.0.0.1/8 # Allow from loopback
193.0.0.1 # Allow from arpa (PTR)
192.168.0.1 # Allow from local network

EOT
HanalwTyemo 003BOJIEHI MepeXxi 415 NpoCayxoByBaHHSA Ans Bepcin 0o 5.0

cat EOT etc/powerdns/recursor.d/allow-from.conf

# 111 MepLuoto niHiero mae 6yTn 3anuc "allow- from=[ip/mask]", 6yab-sika iHwa niHia 9k "allow-from+=[ip/mask]" (WITH "+" before

II:II !!!

allow-from=0.0.0.0/0 # Allow from any
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allow-from+=127.0.0.1/8 # Allow from loopback
allow-from+=193.0.0.1/8 # Allow from arpa (PTR)
allow-from+=192.168.0.1 # Allow from arpa (PTR)
EOT

Jani HeobxigHO HanawTyBaTn Nepeagpecauito 3anuTis DNS Ha aBTOpuTapHi cepeepu, aki besnocepefHbO TPUMAKOTb 30HU LOMEHIB.
TyT MOXKHa MiTK ABOMa LWsgXaMun Ha Bubip:
e [lepwunin i NpaBUbHILNI - HaNaLWTYyBaTK 3B'A30K 3 KopeHeBuMu DNS cepsepamm

cd /etc/powerdns

wget ftp://ftp.rs.internic.net/domain/root.zone.gz gunzip root.zone.gz
systemctl disable systemd-resolved

systemctl stop systemd-resolved

1s -lh /etc/resolv.conf

mv /etc/resolv.conf /etc/resolv.old.conf

echo "nameserver 127.0.0.1" etc/resolv.conf

echo "hint-file=/etc/powerdns/root.zone" etc/powerdns/recursor.conf
systemctl restart pdns-recursor

e [lpyrvin NpocTilWniM, afie MeHLL NPOAYKTUBHUN - NepeagpecyBaTu 3anmTun Ha iHWi DNS pekypcopu, Hanpuknag Cloudflare Ta Google

ans sepcin Big 5.0

cat EOT etc/powerdns/recursor.d/recursor.local.conf
recursor:
forward zones recurse: !override
- zone:
recurse: true
forwarders:
-1.1.1.1

o 0
© o o
I
I
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EOT
Ans sepcin no 5.0

echo "forward-zones-recurse=.=1.1.1.1;1.0.0.1;8.8.8.8;8.8.4.4;" etc/powerdns/recursor.d/forward-zones-
recurse.conf

chown -R pdns:root /etc/powerdns
systemctl restart pdns-recursor
netstat -tap | grep pdns

dig mydomain.local ©127.0.0.1
dig ©127.0.0.1

Install PowerDNS Server

PowerDNS Server (Authoritative) - Le aBTopuTapHuin DNS-cepBep, sikuii Bignosifae 3a 06cnyrosyBaHHSA BacHUX DNS-
30H. OCHOBHI (hyHKU,I:

@ e ObcnyroByBaHHSA aBTOpUTapHUX DNS-30H
e MigTpuMmka pi3Hnx 6ekenais (MySQL, PostgreSQL, SQLite)
e [liaTpnmka DNSSEC
e APl onga ynpaBniHHA 30HaMK

BcTaHoBuMo nakeTu pdns-server, pdns-backend-mysql Ta 36epexxemMo opuriHanbHi KOHMIrypauinHi annm
apt-get update

apt-get install -y pdns-server pdns-backend-mysql
cp -r /etc/powerdns etc/powerdns.orig
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HanawTyemo KoHdirypauito pdns.conf

cat <<EOT etc/powerdns/pdns.conf
setgid=pdns

setuid=pdns
include-dir=/etc/powerdns/pdns.d

launch=
EOT

prepeare mysql db

Miakno4nmocs oo MySQL cepsepa
mysql -u root -p
CTtBopuMO H6a3y gaHmx powerdns Ta KopucTyBada powerdns 3 naposiem strongpassword (3amiHiTb Ha BJIaCHMI NapoJib)
DATABASE powerdns;
powerdns. * 'powerdns'@' localhost' IDENTIFIED BY 'strongpassword';
FLUSH ;
quit;
AKLLO Le HOBe BCTAHOBJIEHHSA, TO CTBOPUMO CTPYKTYpY 6a3m gaHux
mysql powerdns usr/share/pdns-backend-mysql/schema/schema.mysql.sql
[HakLe, BiAHOBMMO CTPYKTYpPY 3 BaLLOI pe3epBHOI Konil

mysql powerdns tmp/backup powerdns.sql

Micns BiAHOBNEHHA 3 pe3epBHOI KOMil, NepeBipsSEMO HafABHICTb 3MiH CTPYKTYpK
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4.0 to 4.1.0 schema.mysqgl.sql
.1.0 to 4.2.0 schema.mysql.sql
.2.0 to 4.3.0 schema.mysqgl.sql
3.0 to 4.7.0 schema.mysql.sql

s /usr/share/pdns-backend-mysql/schema

grep -E -i '"[0-9]"

AIKLLO BOHU €, 3aCTOCOBYEMO BCi NoYep3i, MoYnHalo4um 3 BepCii 3 pe3epBHOI Konii, Hanpuknag 3 4.1.0

mysql powerdns usr/share/pdns-backend-mysql/schema/4.1.
mysql powerdns usr/share/pdns-backend-mysql/schema/4.2.
mysql powerdns usr/share/pdns-backend-mysql/schema/4.3.

0 to 4.2.0 schema.mysql.sql
0 to 4.3.0 schema.mysql.sql
0 to 4.7.0 schema.mysql.sql

HanawTyemo KoHdirypauito pdns.local.gmysqgl.conf ons niakno4yeHHs Ao Hawoi 6a3i gaHux

cat EOT etc/powerdns/pdns.d/pdns.local.gmysql.conf

# MySQL Configuration

# Launch gmysql backend
launch+=gmysql

# gmysql parameters
gmysql-host=127.0.0.1
gmysql-port=
gmysql-dbname=powerdns
gmysql-user=powerdns
gmysql-password=strongpassword
gmysql-dnssec=yes

# gmysql-socket=

EOT

Mepe3anyCcTUMO cepBicK Ta NEPEBIPUMO CTaTYC

systemctl restart pdns
netstat -tap | grep pdns
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NepeBiprMo poboTy cepBepa

dig mydomain.local ©127.0.0.1
dig ©127.0.0.1

DNSDist

Dnsdist - ue BncokonpoayktnHmin DNS-, DoS- Ta abuse 6anaHCyBanbHUK.

OCHOBHe 10ro 3aBAaHHA NOAArae y MapLpyTmu3aLii Tpagiky Ha HankpaLmin cepeep, Lo 3abe3neyye MakCMMaibHy NPOAYKTUBHICTb ANA
J103BOJIEHMX KOPUCTYBAYiB, Y TOM Yac K BiabyBa€TbCA WYHTYyBaHHSA abo 6N10KYyBaHHA LWKigAMBOro Tpadiky.

ﬁ Ma€ Benn4ye3Hy KinbKiCTb KOPUCHUX (DYHKLIR:

BcTaHoBuMo nakeTun dnsdist, dnstop Ta 36epexxemo opuriHanbHi KOHGIrypauinHi gannm

®inbTpyBaTH TPaik (3 a4pa)

MepeBipATK NPAMUN TPaiK 3 KOHCOI

3aTpyMyBaTK Ta 06MeXyBaTy LWBMAKICTb MOraHMX 3anuTiB
[HTenekTyanbHe 6anaHCyBaHHS HaBaHTaXXeHHSA
ObmexeHHsa QPS Ta iH.

apt-get update -y
apt-get install -y dnsdist dnstop
cp -r /etc/dnsdist/ /etc/dnsdist.orig

CTBOpPIMO KOHirypauinHum gann

cat EOT

etc/dnsdist/dnsdist.conf
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setlLocal('127.0.0.1"

addLocal ( 'ANOTHER IP'

addLocal( 'ANOTHER IPV6 IP'

setACL({'0.0.0.0/0" -- Allow all IPs access
newServer({address='127.0.0.1:5300', pool='auth'
newServer({address='127.0.0.1:5301', pool='recursor’
recursive_ips = newNMG

recursive ips:addMask('127.0.0.1/32"'

recursive ips:addMask('192.168.2.0/23"'

addAction(NetmaskGroupRule(recursive ips), PoolAction('recursor'

addAction(AllRule(), PoolAction('auth'
EOT

3reHepyeMo nNapoJsib Aaa KOHCOoNI

pip install dnsdist console

python3 -c "from dnsdist console import HashPassword as H;print(H().generate(\"mysupersecret\"))"
$scrypt$ln=10,p=1, r=8$rY9YB+QnTOkxKOBINUUYaw==$4C4Hm5IFi0TluLkjGtPML14FtYQIwJVvSA/eb7uqAlFg4=

AKLLO XO4EMO BiAKPUTK PeKypCito Ans BCix, TO npubupaemo BCi NpasBuna i fogaemo recursive_ips:addMask('0.0.0.0/0").

ﬁf!az YBAIA! Y TakoMy pexuMi € MOXMBICTb DDoS-aTakm

3MIHMMO KOHirypauito NpocayxoByBaHHA 419 pekypcopa Bepcii Big 5.0

cat EOT etc/powerdns/recursor.d/00 incoming.yml
incoming:

listen: !override

- 127.0.0.1

- 172.16.0.16
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port:
EOT

3MiHMMO KOHGirypauito Npoc/lyxoByBaHHS AS19 peKkypcopa Bepcii fo 5.0

cat EOT etc/powerdns/recursor.d/recursor.local.conf
local-address=127.0.0.1

local-port=

EOT

3MiHMMO KOHGirypauito NpociyxoByBaHHS 4S9 aBTOPUTApPHOr0 cepBepa:
cat EOT etc/powerdns/pdns.d/pdns.local.conf
local-address=127.0.0.1

local-port=

EOT

Mepe3anycTUMO CEPBICK Ta NepPeBipUMO CTaTYC

service pdns-recursor restart
service pdns restart

https://stat.ripe.net/widget/dns-check

[opnaemo cepsic dnsdist B aBTO3aBaHTa)XeHHS Ta nepe3anyCcKaeMo:

systemctl enable dnsdist
systemctl restart dnsdist

MaHenb apMidicTpyBaHHA PowerDNS-Admin

o
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PowerDNS-Admin - ue Beb-iHTepdenc ansa ynpasniHHA PowerDNS:
e YnpaBniHHA DNS-30HaMun
e e YNpaBJiHHA 3anncamm
@ * YNpaBJiiHHA KOpUCTyBavyamu
e MOHITOPWHI CTaHy
e APl nnis aBTOMaTM3aLil

https://computingforgeeks.com/install-powerdns-and-powerdns-admin-on-debian/
https://github.com/PowerDNS-Admin/PowerDNS-Admin/wiki/Running-PowerDNS-Admin-on-Ubuntu-or-Debian

BcTaHoBMMO HeobXigHiI nakeTu

apt install python3-dev python3-venv apt install libpg-devgit default-libmysqlclient-dev libsasl2-dev libldap2-
dev libssl-dev libxml2-dev libxsltl-dev libxmlsecl-dev libffi-dev pkg-config apt-transport-https virtualenv
build-essential curl jgq

BctaHosumo Node.js

curl -sL https://deb.nodesource.com/setup 20.x | bash -
apt-get update apt install -y nodejs

BcTaHoBMMO Yarn

curl -sS https://dl.yarnpkg.com/debian/pubkey.gpg gpg --dearmor | sudo tee /usr/share/keyrings/yarnkey.gpg
dev/null

echo "deb [signed-by=/usr/share/keyrings/yarnkey.gpg] https://dl.yarnpkg.com/debian stable main" sudo tee
etc/apt/sources.list.d/yarn.list

apt-get update apt-get install yarn

MNigkno4ynmocsa o MySQL cepsepa
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mysql -u root -p
CtBopumMo 6a3y oaHMX ons NaHeni agMiHiCTpyBaHHA
DATABASE poweradmin CHARACTER utf8mb4 COLLATE utf8mb4 unicode ci;
poweradmin. * ‘pdnsadmin'@'%' IDENTIFIED BY 'p4sswOrd';

FLUSH ;
quit

CKJIOHYEMO Peno3nTopi NaHesi aaMiHICTPyBaHHS
git clone https://github.com/PowerDNS-Admin/PowerDNS-Admin.git /usr/local/powerdns-admin

YBATA! SIKLLO He nepenT Ha KOHKPETHY BepCilo 3 AOCTYMNHUX TeriB, To byae BUKOPMUCTaHa OCTaHHA Bepcia po3pobku 3 rifiky master, sika He €
cTabinbHol0.

Mepengemo [0 AMPEKTOPIl NaHeni afMiHICTPyBaHHA Ta CTBOPUMO BipTyasibHe cepefoBuLLe
cd /usr/local/powerdns-admin
MepernsHeMo CANCOK AOCTYMHUX TeriB

git config --global --add safe.directory /usr/local/powerdns-admin

git tag
BUBIA,

v0.4.0
v0.4.1
v0.4.2

OTpMMYEMO KOL OCTaHHbLOI BepCil
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git checkout v0.4.2
CTBOPIOEMO BipTyasibHE CEpeoBMLLE Ta aKTUBYEMO MO0

python3 -m venv .venv --prompt VirtualEnv
source .venv/bin/activate
python -V

BcTaHOBMMO HEObXiAHI 3a1eXHOCTI

pip install --upgrade pip
pip install -r requirements.txt

CTBOPIOEMO KOHIrypauinHui cpann

cat EOT usr/local/powerdns-admin/configs/production.py
import os

import urllib.parse

basedir = os.path.abspath(os.path.dirname( file

### BASIC APP CONFIG

SALT = '$2b$12$yLUMTIf121FKIQpTKRQXCu'
SECRET_KEY = 'e951e5a1f4b94151b360f47edf596dd2"
BIND ADDRESS = '0.0.0.0°

PORT =

OFFLINE MODE = False

### DATABASE CONFIG

SQLA DB USER = 'pdnsadmin'

SQLA DB PASSWORD = 'p4sswOrd'
SQLA DB HOST = '127.0.0.1°
SQLA DB NAME = 'poweradmin'
SQLALCHEMY TRACK MODIFICATIONS = True
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### DATABASE - MySQL

SQLALCHEMY DATABASE URI = 'mysql://{}:{}e{}/{}'.format
urllib.parse.quote plus(SQLA DB USER),
urllib.parse.quote plus(SQLA DB PASSWORD),
SQLA DB HOST,
SQLA DB NAME

# 36epiraemo cecito B pavinii kLo Bepcis python b6inbiwe piBHivi 3.11 iHakwe 'sqlalchemy’
SESSION TYPE = 'filesystem' sys.version info == 'sqlalchemy’

’

### DATABASE - SQLite

#SQLALCHEMY DATABASE URI = 'sqlite:///' + os.path.join(basedir, 'pdns.db')
EOT

Hlonaemo npasuno ans nopty 9191 B nftables. He 3abyabTe nonpasuTu npasmno B /etc/nftables.conf

nft add rule ip filter input ct state new tcp dport counter accept comment "PDNS ADMIN"

EKCNoOpTYyEMO 3MiHHI CepefoBULLa

export FLASK CONF=../configs/production.py
export FLASK APP=powerdnsadmin/ init .py

BuKoHyeMO KoMaHAy A5 OHOBNIEHHA 6a3y AaHMX
flask db upgrade
BukoHyemo komaHay ans nobynosu pecypcis

yarn install --pure-lockfile
flask assets build
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3MIHIOEMO BlaCHMKa AnpekTopii
chown -R www-data:root /usr/local/powerdns-admin
CTBOpOEMO hann cepsicy

cat EOF etc/systemd/system/powerdns-admin.service
Unit

Description=PowerDNS-Admin

Wants=network.target

After=network.target

Service

PIDFile=/run/powerdns-admin/pid
User=www-data

Group=root
WorkingDirectory=/usr/local/powerdns-admin
ExecStart=/usr/local/powerdns-admin/.venv/bin/gunicorn --pid
'0.0.0.0:9191"' ‘'powerdnsadmin:create app()'
ExecReload=/bin/kill -s HUP $MAINPID
ExecStop=/bin/kill -s TERM $MAINPID
PrivateTmp=true

Restart=on-failure

RestartSec=

StartLimitInterval=

Install
WantedBy=multi-user.target
EOF

[lofaeMo 3MiHHI cepefoBULLA

mkdir -p /etc/systemd/system/powerdns-admin.service.d

run/powerdns-admin/pid --workers

tee /etc/systemd/system/powerdns-admin.service.d/override.conf<<EOF

--bind

my NoDeny Wiki - https://ndp.pp.ua/



Last update: 2025/04/23 14:41 debian:powerdns https://ndp.pp.ua/doku.php/debian/powerdns?rev=1745408500

[Service]
Environment="FLASK CONF=../configs/production.py"
EOF

CTBOpPIOEMO AMpeKTopito ans 36epiraHHa PID Ta noOaeEMo NpaBuo Ans Hei
echo 'd /run/powerdns-admin 0755 www-data root -' etc/tmpfiles.d/powerdns-admin.conf
mkdir -p /run/powerdns-admin

chown -R www-data:root /run/powerdns-admin
Mepe3aBaHTaXKyeEMO cepBicK

systemctl daemon-reload

systemctl enable powerdns-admin

systemctl restart powerdns-admin

systemctl status powerdns-admin

Hlonaemo KoHdirypauito ona APl oo aBTopuTapHOro cepeepa

cat EOT etc/powerdns/pdns.d/api.conf
webserver-port=

api=yes

api-key=changemechangemechangeme

EOT

chown -R pdns:root /etc/powerdns

Mepe3aBaHTa)KyeMO CepBicK

systemctl restart pdns

Mepexogumo Ha http://your-host-ip:9191/ Ta CTBOPOEMO KOPUCTYBa4a

HaTucHitb KHonky “Create an account” Ta 3apeecTpynTe KopucTyBada. Mepwunin kopuctysad byae B poni AomiHicTpaTopa.
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HapanTe iHopMauito npo nigknoveHHs o PowerDNS APl nepeg Tum, gk PowerDNS-Admin 3Moxe 3anuTyBaTy AaHi Baworo PowerDNS. Lie pobutbcs
B po3ini Settings > PDNS

NlopaTKOBI MOXXJIMBOCTI

YopHuu cnucok DNSDist

YopHun cnncok DNSDist no3sonsie 6nokyBaTy HebaXkaHi JOMEHN 3 Pi3HUX NPUYNH:

@ e BJIOKYBaHHS LWKiAJINBUX AOMEHIB
e B/IOKYBaHHS peknamu
e bfOKyBaHHS ilLMHIOBUX CaNTiB
e B/IOKYBaHHS NiPaTCbKOr0 KOHTEHTY

https://github.com/enilfodne/dnsdist-adblock/blob/master/dagg/dagg.lua
YacTo 6yBa€ HeOOXiAHICTb 3 Pi3HUX NPUYUH BNOKYBaTK HebaXKaHi JOMEHW, OCb Mili BapiaHT

CTBOPIOEMO AMPEKTOPIO AN19 00AATKOBUX KOH(Irypauin

mkdir -p /etc/dnsdist/conf.d

Ana akTuBaLuil YuTaHHA KOHirypauin 3 /etc/dnsdist/conf.d/ nignpasmmo
nano /etc/dnsdist/dnsdist.conf

fogasLum nicns paakise 3 “newServer()”
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includeDirectory("/etc/dnsdist/conf.d"

CTBOPIOEMO (hann KOHirypauii

nano /etc/dnsdist/conf.d/dagg.conf

-- https://github.com/enilfodne/dnsdist-adblock/blob/master/dagg/dagg. lua

-- add "includeDirectory("/etc/dnsdist/conf.d")" to /etc/dnsdist/dnsdist.conf
-- put this file into "/etc/dnsdist/conf.d"

Dagg
-- config
config
blacklistip "127.0.0.127"
actionlog
path "/var/log/dnsdist blocked.log"
blocklist
path "/etc/dnsdist/black.list"
reload
target “reload.blacklist.local."
unload

target "unload.blacklist.local."

-- table storing the domains that need to be blocked
table

-- only used for wildcard domains

smn newSuffixMatchNode

-- default - fast string comparison

str

https://ndp.pp.ua/
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-- read all the domains in a set
DaggLoadDomainsFromFile(file
f io.open(file, "rb"

-- verify that the file exists and it is accessible
f nil
domain in f:lines
domain = domain: lower
domain domain. . "."
string.find(domain, "*."
suffix = domain:gsub("*."
Dagg.table.smn:add(suffix

Dagg.table.str[domain true

f:close

-- verbose, but clear
DaggLoadBlocklist
-- no reason, just for clarity
file = Dagg.config.blocklist.path

-- not really necessary, but keep similarity to other versions

f = io.open(file, "rb"

f nil
-- file exists, close and proceed with sed
f:close
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-- 1t appears that even when using:
-- 'local var = str2 .. str2'

-- the variable is not being garbage-collected
-- and it ends up looking like a memory leak.

-- let me know if if there's a better way
-- o0s.execute("sed '/\\.$/ ! s/$/\\./" -1 " .. file)
errlog "[Dagg] the blocklist file is missing or inaccessible!"

DaggLoadDomainsFromFile(file

-- clear the table from memory

DaggClearTable

Dagg.table
smn newSuffixMatchNode
str

-- write down a query to the action log
DaggWriteToActionLog(dq
-- write-down the query
f = io.open(Dagg.config.actionlog.path

a

f nil
query name = dq.qgname:toString
remote addr = dq.remoteaddr:toString

msg string.format("[%s][%Ss] %S os.date("!%Y-%m-%dT%TZ"

t

remote addr

query name

https://ndp.pp.ua/
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f:write(msg, "\n")
f:closel()
end
end

-- main query action
function DaggIsDomainBlocked(dq)
Local gname = dq.gname:toString():lower()

17 (Dagg.table.smn:check(dg.qname) or Dagg.table.str[qname| ) then

errlog ("[Dagg] "..qname.." in blacklist and redirected to ".. Dagg.config.blacklistip)
-- set QueryResponse, so the query never goes upstream
dg.dh:setQR(true)

-- set a CustomTag

-- you can optionally set a tag and process
-- this request with other actions/pools

-- dq:setTag("Dagg", "true")

-- WARNING: it (may?) affect(s) performance
-- DaggWriteToActionLog(dq)

-- return NXDOMAIN - its fast, but apparently
-- some apps resort to hard-coded entries if NX
-- try spoofing in this instance.

-- return DNSAction.Nxdomain,

-- return Spoof - you can spoof the response

-- Instead of NX, but this may lead to time-outs
return DNSAction.Spoof, Dagg.config.blacklistip
end
return DNSAction.None, ™"
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addAction(AllRule LuaAction(DaggIsDomainBlocked

-- reload action
DaggReloadBlocklist (dq
infolog "[Dagg] re/loading blocklist..."

-- prevent the query from going upstream
dq.dh:setQR(true

-- clear
DaggClearTable

-- clean-up
collectgarbage "collect"

-- load
DaggLoadBlocklist

-- clean-up
collectgarbage "collect"

-- respond with a local address just in case
DNSAction.Spoof, "127.0.0.127"

addAction(Dagg.config.reload.target, LuaAction(DaggReloadBlocklist
-- unload action

DaggUnloadBlocklist (dq

infolog "[Dagg] unloading blocklist..."

-- prevent the query from going upstream
dq.dh:setQR(true
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-- clear
DaggClearTable

-- clean-up
collectgarbage "collect"

-- respond with a local address just in case
DNSAction.Spoof, "127.0.0.127"

addAction(Dagg.config.unload.target, LuaAction(DaggUnloadBlocklist
CTBOpPIOEMO (haln Ang HYOPHOro CrNCKY OOMEHIB
nano /etc/dnsdist/black.list

.lohotron.shop
porn.xxx
xn--80ayhh.xn--clavg

https://www.punycoder.com/

[lofa€eMo 3MiHM any cepBicy AN 3aTPUMKU 3aBaHTaXXEHHS YOPHOI 0 CUCKY

mkdir -p /etc/systemd/system/dnsdist.service.d

cat EOF etc/systemd/system/dnsdist.service.d/override.conf
Service

ExecStartPost=-/usr/bin/sleep

ExecStartPost=-/usr/bin/env dig ©127.0.0.1 reload.blacklist.local
EOF

Mepe3aBaHTaXXyeEMO CepBicK

systemctl daemon-reload
systemctl enable dnsdist

my NoDeny Wiki - https://ndp.pp.ua/


https://www.punycoder.com/

Last update: 2025/04/23 14:41 debian:powerdns

https://ndp.pp.ua/doku.php/debian/powerdns?rev=1745408500

systemctl restart dnsdist
journalctl -xe

CTBOPIOEMO CKPUNT A5 3aBaHTAXXEHHS YOPHOIro CNNCKY
nano /etc/dnsdist/get black list.pl
3 TaK1UM BMiCTOM

#!/usr/bin/perl

A Dagg --------------------------
# https://t.me/MrMethod

B o s o s o o o o o o o e e o o e e e e e e e e e e e e e e e m o -
# ver. 2022.10.06 rev. 654

B o o o o o o e e e e e e e e e e e oo
use strict

use warnings

use JSON

use Net::DNS

#use Data: :Dumper;
use LWP: :UserAgent

$blacklist url "http://example.com/blackdns.json’
$blacklist file '/etc/dnsdist/black.list"

$reload host 'reload.blacklist.local’

%0ld dns

open $fth, $blacklist file #'<:encoding(UTF-8)"',

$line $fh
chomp $line
$old dns{$line 1

close($fh
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warn "Could not open file '$blacklist file' $!"
#print Dumper \%old dns;

$ua = LWP::UserAgent->new

ssl opts verify hostname 0
protocols allowed "http', 'https'
timeout 60

$response = $ua->get($blacklist url

%snew_dns
$response->is success
#print $response->decoded content;

@new list decode json($response->decoded content
%snew_dns = map { $_ 1 } @new list
# print Dumper \%new dns;

$response->is _error
print "Error: $blacklist url\n"
print $response->error _as HTML

die $response->status line

scalar %new dns join sort keys %old dns join
$new = join( "\n", sort keys %new dns
#print $new."\n";
open $fh, '>', $blacklist file
print $fh $new
close($fh

sort keys %new dns

# Set options in the constructor
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$resolver Net::DNS: :Resolver->new
nameservers '127.0.0.1"
recurse

debug

print "Have updates for black.list\n"
$packet = $resolver-=send( $reload host, 'A’ $reload host

warn "Could not open file '$blacklist file' $!"

print "black.list already updated\n"

[laMo [03BiN Ha BUKOHAHHA CKPUNTY
chmod +x /etc/dnsdist/get black list.pl
BcTaHoBntoemMo HeobxigHi mogyni ans perl

apt install libperl-dev cpanminus
cpanm -n JSON JSON::PP Net::DNS LWP::UserAgent LWP::Protocol::https

BVKOHYEMO CKPVNT ANS 3aBaHTaXKEHHS YOPHOro CrUCKY
perl /etc/dnsdist/get black list.pl
Mpuknag canny black.list

[
"* 1lohotron.shop",
"porn.xxx",
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“xn--80ayhh.xn--clavg"

CTBOPMMO 1OHIT-haln cepBicy 3aBaHTaXXEHHSA YOPHOro CrUCKY

cat EOT etc/systemd/system/get-blacklist.service
Unit
Description=Run get black list.pl to update DNS blocklist

Service
Type=oneshot

ExecStart=/usr/bin/perl /etc/dnsdist/get black list.pl
EOT

CTBOPUMO IOHIT-(hann Tanmepy O14 3anyCKy HawWworo cepsicy KOXXHi 20 XBWUINH

cat EOT etc/systemd/system/get-blacklist.timer
Unit

Description=Run get black list.pl every minutes
Timer

OnBootSec=5min
OnUnitActiveSec=20min
Unit=get-blacklist.service

Install

WantedBy=timers.target
EOT

[opamo B aBTO3aBaHTa)XeHHS Ta 3anyCcTUMO Halu Ta|7|Mep

sudo systemctl daemon-reexec
sudo systemctl daemon-reload
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sudo systemctl enable --now get-blacklist.timer
nepesipMMo Nor CrpaLtoBaHHA Tanmepa

journalctl -u get-blacklist.service

DNSDist SNMP

SNMP (Simple Network Management Protocol) no3sonse MoHiTopuTh cTaH DNS-cepBepiB:

@ e KinbKiCTb 3anunTiB/BioNOBioeN
3aTpumkn 06pobkm 3anuTis

CtaH bekeHpiB

BukopucTaHHs pecypcis

llonaemo peno3unTopin non-free B apt

apt install software-properties-common
apt-add-repository non-free

[onaemo peno3mTtopin non-free B apt (anbTepHaTUBHUIA cnocib)
nano /etc/apt/sources.list
flofaemo pagok “non-free” B KiHeLb KOXXHOro goaatu “non-free”.

deb http://deb.debian.org/debian/ bookworm main non-free
deb-src http://deb.debian.org/debian/ bookworm main non-free
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deb http://security.debian.org/debian-security bookworm-security main non-free
deb-src http://security.debian.org/debian-security bookworm-security main non-free

# bookworm-updates, to get updates before a point release is made;

# see https://www.debian.org/doc/manuals/debian-reference/chO2.en.html# updates and backports
deb http://deb.debian.org/debian/ bookworm-updates main non-free
deb-src http://deb.debian.org/debian/ bookworm-updates main non-free
BcTaHOBNOEMO HEOOXiAHI MaKyHKN

apt update apt install -y snmp-mibs-downloader snmp snmpd
KoMeHTyeMO psfok “mibs :” ons snmp-mibs-downloader

nano /etc/snmp/snmp.conf

HanawTtoByemo snmpd agentx gna dnsdist

nano /etc/snmp/snmpd.conf

MpaBnMo KoHGirypauito snmpd

master agentx

agentxperms 0700 0700 dnsdist dnsdist

rocommunity dnsdist42

BcTaHoBoeMo HeobxigHi mibs

wget -P /usr/share/snmp/mibs https://raw.githubusercontent.com/PowerDNS/pdns/master/pdns/dnsdistdist/DNSDIST -
MIB.txt

wget -P /usr/share/snmp/mibs https://mibbrowser.online/mibs/FLOAT-TC-MIB.mib

MpaBuMo Npasa A0 KaTanory
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chmod

var/agentx

Onda akTusauii SNMP noTpibHo B KiHeub hanny

nano /etc/dnsdist/dnsdist.conf

J0AaTUN PAAOK

snmpAgent (true, "/var/agentx/master"

Mepe3aBaHTaXXyEMO CEPBICK

systemctl restart snmpd
systemctl restart dnsdist
journalctl -xe

MepeBipnTn NpauesnaTHicTb SNMP MOXXHa HaCcTynHUMK KOMaHZamu

snmpwalk -v2c -c dnsdist42 127.0.0.1 .1.3.6.1.4.
127.0.

snmpwalk -v2c -m DNSDIST-MIB -c dnsdist42

1
27.

Ocb BUBig OCTaHHbOI KOMaHaW

DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB: :
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB: :
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB: :

:aclDrops.0
:ruleDrop.0 = Counter64:

:queries.® = Counter64:
:responses.0 = Counter64:

servfailResponses.0 = Counter64:
Countero4:

ruleNXDomain.® = Counter64:

:ruleRefused.® = Counter64:
:selfAnswered.0® = Counter64:
:downstreamTimeouts.® = Counter64:

downstreamSendErrors.0 = Counter64:

6.1.4.1.43315
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DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:

:truncFailures.0® = Counter64:

:noPolicy.0 = Counter64:

:latency01.0 = Counter64:

:latencyl10.0 = Counter64:

:latencyl050.0 = Counter64:
:latency50100.0 = Counter64:
:latencyl1001000.0 = Counter64:
:latencySlow.0 = Counter64:
:latencyAVG1l00.0 = STRING: "2404.139327"
:latencyAVG1l000.0 = STRING: "263.185870"
: latencyAVG10000.0 = STRING: "26.556655"
: latencyAvVG1000000.0 = STRING: "0.265830"
:uptime.0 = Counter64:

:realMemoryUsage.0 = Counter64:
:nonCompliantQueries.® = Counter64:
:nonCompliantResponses.® = Counter64:
:rdQueries.® = Counter64:

:emptyQueries.® = Counter64:

:cacheHits.0 = Counter64:

:cacheMisses.@ = Counter64:
:cpulserMSec.0
:CcpuSysMSec.0 = Counter64:
:fdUsage.0 = Counter64:
:dynBlocked.0 = Counter64:
:dynBlockNMGSize.0 = Counter64:
:ruleServFail.0 = Counter64:
:securityStatus.0 = Counter64:
:specialMemoryUsage.0 = Counter64:
:ruleTruncated.0® = Counter64:
:backendName. 0
:backendName. 1
:backendLatency.0
:backendLatency.1
:backendWeight.® = Counter64:

Counter64:

STRING: 127.0.0.1:
STRING: 127.0.0.1:
Counter64:
Counter64:
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DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:
DNSDIST-MIB:

:backendWeight.1
:backendOutstand
:backendOutstand
:backendQPSLimit
:backendQPSLimit
:backendReused. 0
:backendReused.1
:backendState.0

:backendState.1

:backendAddress.
:backendAddress.
:backendPools.0

:backendPools.1

:backendQPS.0 =

:backendQPS.1
:backendQueries
:backendQueries
:backendOrder.0
:backendOrder.1

= Counter64:

ing.0 = Counter64:

ing.1l = Counter64:

.0 = Counter64:

.1 = Counter64:

= Counter64:

Counter64:

STRING: up

STRING: up

= STRING: "127.0.0.1:5300"
= STRING: "127.0.0.1:5301"
STRING: auth

= STRING: recursor
Counter64:

Counter64:

= o Il

.0 = Counter64:
.1 = Counter64:

Counter64:
Counter64:

Onda BiokpuTTa goctyny Ao SNMPD 3 mepexi NnoTpibHO BiaKpuTK NopT B hanipBOi

nft add rule ip filter input ct state new udp dport

counter accept comment "SNMPD"

Ta 3MiHMTK NnapameTp agentaddress B /etc/snmp/snmpd.conf 3 127.0.0.1 Ha in agpecy, 3a AKO MOXXHa 3BEPHYTUCb A0 XOCTa 3 Mepexi, abo Ha 0.0.0.0
ana rnobanbHoro gocyny

HoTaTtku

DnsDist Query cache

YcTaHoBka DNSCrypt-cepsepa
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https://dnslookup.online/ptr.html

https://repo.powerdns.com/
https://fossies.org/linux/pdns-dnsdist/pdns/dnsdistdist/docs/advanced/snmp.rst
big config

3apeecTpyBaTy cBint HoMep (SNMP ENTERPRISE VENDOR NUMBER)

/etc/init.d/pdns-recursor restart
rec_control wipe-cache
/etc/init.d/pdns-recursor status
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