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Install Syslog-NG

wget -g0 - https://ose-repo.syslog-ng.com/apt/syslog-ng-ose-pub.asc

repo-syslog-ng-keyring.gpg \

cat <<EOF etc/apt/sources.list.d/syslog-ng-ose. list

deb | signed-by=/usr/share/keyrings/ose-repo-syslog-ng-keyring.gpg

debian-bookworm
EOF

apt update
apt-get install syslog-ng-core syslog-ng-scl

test message from localhost

gpg --dearmor

https:

# logger --server 127.0.0.1 -p local@.info -t test "This is a test message"

Al10 Thunder NAT logging

Syslog-NG server configuration for A10

nano /etc/syslog-ng/conf.d/A10CGNat.conf

# BxigHi gxepena
source s _tcp al@nat log
network(ip("0.0.0.0") port transport(tcp

ip-protocol

ose-repo.syslog-ng.com/apt

usr/share/keyrings/ose-

stable
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# QinbTp 415 NepeBipkn HagBHOCTI cioBa "nat" y Ha3Bi nporpamu
filter f alOnat cgnat
program("(?i)nat"”

# XKypHan Ha Buxoai y popmati JSON. OCHOBHE Npu3HayeHHS
destination d alOnat json main
file
“/nfs/syslog/jnat/${SOURCEIP}/${SOURCEIP} ${S YEAR}-${S MONTH}-${S DAY}--${S HOUR}-${S MIN}.json"
template("$(format-json --pair UNIXTIME=$R UNIXTIME --pair PROGRAM=$PROGRAM --pair HOST=$HOST --pair
SOURCEIP=$SOURCEIP --pair MSG=$MSGONLY)\n"
create dirs(yes

# XypHan Ha Buxoai y popmati JSON. 3anacHe npu3HayeHHs
destination d _alOnat json backup
file
“/var/log/syslog-ng/jnat/${SOURCEIP}/${SOURCEIP} ${S YEAR}-${S MONTH}-${S DAY}--${S HOUR}-${S MIN}.json"
template("$(format-json --pair UNIXTIME=$R UNIXTIME --pair PROGRAM=$PROGRAM --pair HOST=$HOST --pair
SOURCEIP=$SOURCEIP --pair MSG=$MSGONLY)\n"
create dirs(yes

# JloriqyHe 06'€gHaHHA axepena, inbTpa Ta NpU3Ha4YeHb 3 YMOBOK AJ1 BUKOPUCTaHHSA 3arnacHoro Kkatasaory
log

source(s tcp alOnat log

filter(f alOnat cgnat

destination(d alOnat json main

flags(flow-control
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log
source(s tcp alOnat log
filter(f alOnat cgnat
destination(d alOnat json backup
when exists("/nfs/syslog/jnat"
flags(flow-control

systemctl restart syslog-ng
test message from remote linux host

# logger --server 172.16.0.37 --port 1515 --tcp --rfc3164 --tag NAT-TCP "This is a test message FROM nat"

A10 Thunder Configuration

nat-0>show config cgnv6
Section configuration: bytes

cgnv6 server syslogl 172.16.0.37
health-check-disable
port tcp

cgnvbe service-group syslog tcp
member syslogl

cgnv6 template logging lsn logging
facility local?
severity informational
batched-logging-disable
service-group syslog
source-address
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ip 172.16.0.6
disable-log-by-destination
icmp

CkpunT Mirpauii noris

nano /usr/local/bin/move jnat to nfs
#!/bin/bash

# lepeBipKa, Y4 OCHOBHUWV KaTaJor AOCTYMHUY
mountpoint -q /nfs/syslog;
echo "OCHOBHMI KaTanor AOCTYNHUIA. MepeMillyto orn cTapLi 3a 2 XBUINHA...'
find /var/log/syslog-ng/jnat/172.29.100.6/ -type f -mmin +2 -exec mv nfs/syslog/jnat/172.29.100.6/ \;
find /var/log/syslog-ng/jnat/172.29.101.6/ -type f -mmin +2 -exec mv nfs/syslog/jnat/172.29.101.6/ \;

echo "OCHOBHUM KaTasnor He JOCTYMHWI. JIOrK 3a7MWalTbCs B 3aMacHOMY KaTanosi."

chmod +x /usr/local/bin/move jnat to nfs
crontab -e

usr/local/bin/move jnat to nfs
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