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Fail2ban

Fail2ban

npuknag Moro ganpeona:
ee /etc/rc.firewall

#!/bin/sh -
f="/sbin/ipfw'

ifOut='vmx0'
ifCap="vmx1l'

${f} -f flush

# TABLE 1 WHITE LIST

${f} table 1 add 1.1.1.1
${f} table 1 add 8.8.8.8

# TABLE 2 BLACKLIST

# RULE 10 FORWARDING TO CAP
${f} add 5 fwd 127.0.0.1,8080 tcp from any to not me 80 via $ifCap

#

${f} add 10 allow ip from "table(1l)" to me
${f} add 20 allow ip from me to "table(1l)"

${f} add 30 deny ip from "table(2)" to me
${f} add 40 deny ip from "table(2)"
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${f} add 50 deny log all from "table(3)" to me
${f} add 60 deny log all from me to "table(3)"

${f} add 70 allow tcp from any to me 22,443,8000,8080
${f} add 80 allow tcp from me 22,443,8000,8080 to any

# OTHER SETTINGS
${f} add 110 allow ip from any to any via lo0O

${f} add 130 deny icmp from 1 to 5,9,13,14,15,16,17
${f} add 1100 allow ip from any to any

BCcTaHOBJNI@HHA

pkg search fail2ban

py27-fail2ban-0.10.4 Scans log files and bans IP, wo makes too many password failures
py37-fail2ban-0.10.4 Scans log files and bans IP, wo makes too many password failures
py38-fail2ban-0.11.2 Scans log files and bans IP, wo makes too many password failures

pkg install py38-fail2ban

HanawTtyBaHHA

cp -r /usr/local/etc/fail2ban /usr/local/etc/fail2ban.orig
cd /usr/local/etc/fail2ban
cp jail.conf jail.local

MpaBUMO KOHMIr
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ee /usr/local/etc/fail2ban/action.d/bsd-ipfw.conf
i HABOAMMO MapameTpu 40 BUrALY:

actionban = /sbin/ipfw table <table> add <ip> <tablearg
actionunban = /sbin/ipfw table <table> delete <ip

Ona dyHkuUioHyBaHHSA fail2ban noTpibHO gogaTtn y danpeon Npasuno:

ipfw add deny log all from "table(3)" to me
ipfw add deny log all from me to "table(3)"

AvBuMoCh Ha Min npuknag /etc/rc.firewall Ha no4yaTKy cTaTTI.
# [ponuwemMo B aBTO3aBaHTa)XXEHHS

sysrc fail2ban enable="YES"
3a baxkaHHAM - poTauisa noris

echo '/var/log/fail2ban.log 600 7 200 * JC' usr/local/etc/newsyslog.conf.d/fail2ban.conf

# 3anycTtumo cepsic.
service fail2ban start

SSH

CTBOpPUMO KOHQIr ana ssh
ee /usr/local/etc/fail2ban/jail.d/ssh-ipfw.local
3 TaKUM BMICTOM

ssh-ipfw
# Bko4aeMoO @inbTp.
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enabled = true

# lopT

port = 22

# BUKOPUCTOBYEMO ibTP Ta npuknaagisy conf.d
filter = bsd-sshd

# Bka3syemo npoginb bsd-ipfw.

action = bsd-ipfw|[table=3, tablearg=22
# Jlor baHa

logpath = /var/log/auth. log

# Y akuii NpoMiXXOK 4Yacy BigsiosoBaTume 6pyT
findtime = 600

KiNbKiCTb HEBAANMX CNpo6

maxretry = 3

yac 6aHa B ceKkyHaax abo B xBuIMHax (60m
bantime = 3600

# 6invv cnvcok 1ip A2 Uboro rnpasuaa (Yepes rnpobin)! ix He 6yne 6aHUTy.

ignoreip = 127.0.0.1/8

# lNepe3anycTnmo cepsic.
service fail2ban restart

phpmyadmin

CTtBOpMMO KOHGIr ania phpmyadmin

ee /usr/local/etc/fail2ban/jail.d/phpmyadmin.local

3 TaKVUM BMIiCTOM

phpmyadmin
# Bkto4aemo QinbTp.
enabled = true
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# [NopT

port = http,https

# BUKOPUCTOBYEMO iNbTP Ta npuknaagisy conf.d
filter = phpmyadmin-syslog

# Bka3syemo npoginib bsd-ipfw.

action = bsd-ipfw|[table=3, tablearg=80
# Jlor baHa

logpath = /var/log/auth. log

# Y aKui NnpoMiXKOK yacy BignosswBaTume 6pyT
findtime = 600

KiNbKiCTb HEBAANMX CNpob

maxretry = 3

yac 6aHa B cekyHAaax abo B xBuanHax (60m
bantime = 273600

# 6innvi cnucok 1p A7 Uboro npasuaa (Yepes npobin)! ix He byne 6aHUTN.

ignoreip = 127.0.0.1/8

# lNepe3anycTnmo cepsic.
service fail2ban restart

MNMepeBipka

fail2ban-client status

Status
- Number of jail: 1
- Jail list: ssh-ipfw

fail2ban-client status ssh-ipfw
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Status for the jail: ssh-ipfw
| - Filter

| |- Currently failed: 0

| |- Total failed: 8
|

"- File list: /var/log/auth.log
"- Actions

| - Currently banned: 0
| - Total banned: 1
"- Banned IP list: 10.10.10.10

Py4yHun 6aH/po3baH

fail2ban-client JAIL> banip <IP
fail2ban-client JAIL> unbanip <IP
new

nano /usr/local/etc/fail2ban/action.d/ipfw-tables.local

# Fail2Ban configuration file
#

# Author: Method

# Automaticaly create tables for any jail with prefix "f2b " by action argument <name> like "f2b SSH"

Definition
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actionstart = ipfw table all list fgrep -c -m 1 -s 'table(f2b <name>)' dev/null 2=&1 ipfw -q table
f2b_<name> create

actionstop = ipfw table all list | fgrep -c -m 1 -s ‘'table(f2b <name>)' dev/null 2=&41 ipfw -q table
f2b_<name> flush

actioncheck =

actionban = e= ipfw table f2b <name> add <ip> 241 ; x=$7; $x -eq O -0 "$e" = 'ipfw:
setsockopt (IP_FW TABLE XADD): File exists' echo "$e" grep -q "record already exists" echo "$e" 1=42;
exit $x;

actionunban = e= ipfw table f2b <name- delete <ip> 2-41 ; x=$7; $x -eq O -0 "$e" = 'ipfw:
setsockopt(IP_FW TABLE XDEL): No such process' echo "$e" grep -q "record not found" echo "$e" 1>42;
exit $x;

nano /usr/local/etc/fail2ban/jail.d/sshd.local

# Fail2Ban sshd jail configuration file

#

# Author: Method

# Atempt: Need manuali aad rule into firewall configuration file by template :

# ipfw add <lowest rule number> (unreach port|deny) (ip|tcp|udp) from "table(f2b <name>)" to me <ports
list>

# Example: ipfw add 51 unreach port ip from "table(f2b SSH)" to me 22

DEFAULT
ignoreip = 127.0.0.1/8

# JAILS
sshd
enabled = true
mode = aggressive
action = ipfw-tables|[name=SSH,port=ssh,protocol=tcp
logpath = /var/log/auth. log
findtime = 600
maxretry = 3
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bantime =
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