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Fail2ban

Fail2ban

npuknag Moro ganpeona:
ee /etc/rc.firewall

#!/bin/sh -
f='/sbin/ipfw -q'

ifOut='vmx0'
ifCap="vmx1l'

${f} flush

# TABLE WHITE LIST

${f} table WHITE LIST create
${f} table WHITE LIST add 1.
${f} table WHITE LIST add 8.

${f} add 49 allow ip from "table(WHITE LIST)" to me
${f} add 50 allow ip from me to "table(WHITE LIST)"
# Fail2Ban reserved rules range 51 - 99

${f} add 51 deny ip from “table(f2b SSH)" to me 22

# RULE 10 FORWARDING TO CAP
${f} add 105 fwd 127.0.0.1,8080 tcp from any to not me 80 via $ifCap

${f} add 170 allow tcp from any to me 22,443,8000,8080
${f} add 180 allow tcp from me 22,443,8000,8080 to any
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# OTHER SETTINGS
${f} add 1110 allow ip from any to any via 100

${f} add 1130 deny icmp from 1 to 5,9,13,14,15,16,17
${f} add 1190 allow ip from any to any
,15,16,17

${f} add 1100 allow ip from any to any

BcTaHOBJIGHHSA

pkg search fail2ban

py27-fail2ban-0.10.4 Scans log files and bans IP, wo makes too many password failures
py37-fail2ban-0.10.4 Scans log files and bans IP, wo makes too many password failures
py38-fail2ban-0.11.2 Scans log files and bans IP, wo makes too many password failures

pkg install py38-fail2ban
HanawTtyBaHHA

cp -r /usr/local/etc/fail2ban /usr/local/etc/fail2ban.orig
cd /usr/local/etc/fail2ban

cp jail.conf jail.local

MNpaBnMO KOHIr

ee /usr/local/etc/fail2ban/action.d/bsd-ipfw.conf

i HABOAMMO NapamMeTpu 00 BUrNA4Y:

actionban = /sbin/ipfw table <table> add <ip> <tablearg
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actionunban = /sbin/ipfw table <table- delete <ip
Ana dyHkuioHyBaHH# fail2ban noTpibHo gopaTu y hanpeon npasuno:

ipfw add deny log all from "table(3)" to me
ipfw add deny log all from me to "table(3)"

AnBnmock Ha Min npuknag /etc/rc.firewall Ha noYaTky cTaTTI.

# [NponuwemMo B aBTO3aBaHTa)XXeHH4

sysrc fail2ban enable="YES"

3a ba)kxaHHAM - poTaLis foris

echo '/var/log/fail2ban.log 600 7 200 * JC' usr/local/etc/newsyslog.conf.d/fail2ban.conf
# 3anycTmnmo cepsic.

service fail2ban start

SSH

CTBOPMMO KOHIr ana ssh
ee /usr/local/etc/fail2ban/jail.d/ssh-ipfw.local
3 TaKMM BMICTOM

ssh-ipfw
# Bkto4aemo inbTp.
enabled = true
# [lopT
port =
# BUKOPUCTOBYEMO inbTP Ta npuknaagisy conf.d
filter = bsd-sshd
# Bka3syemo npoginb bsd-ipfw.
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action = bsd-ipfw|[table=3, tablearg=22
# Jlor baHa

logpath = /var/log/auth. log

# Y aKui NnpoMiXKoOK Yyacy BignosswBaTume 6pyT
findtime = 600

KiNbKiCTb HEBAANMX CNpob

maxretry = 3

yac 6aHa B cekyHaax abo B xBuanHax (60m
bantime = 3600

# 6invv cnvcok 1ip A7 Uboro npasuaa (Yepes rnpobin)! ix He 6yae 6aHUTy.

ignoreip = 127.0.0.1/8

# lNepe3anycTnmo cepsic.
service fail2ban restart

phpmyadmin

CtBopuMO KOHIr ans phpmyadmin

ee /usr/local/etc/fail2ban/jail.d/phpmyadmin. local

3 TaKVUM BMiCTOM

phpmyadmin
# Bkto4aemo QinbTp.
enabled = true
# lopT
port = http,https
# BUKOPUCTOBYEMO (ibTP Ta npuknagisy conf.d
filter = phpmyadmin-syslog
# Bkasyemo npoginb bsd-ipfw.
action = bsd-ipfw|[table=3, tablearg=80
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# Jlor baHa

logpath = /var/log/auth. log

# Y akuv Nnpomixxok 4Yacy BigaoBaBaTnme bpyT

findtime =

KiNbKiCTb HEBAANMX CNpob

maxretry =

Yac 6baHa B cekyHAax abo B xBumMHax (60m

bantime =

# 6innv cnncok ip A28 Uboro npasuaa (4epes npobin)! ix He byae baHUTN.
ignoreip = 127.0.0.1

# lNepe3anycTnmo cepsic.
service fail2ban restart

MNMepesBipka

fail2ban-client status

Status
- Number of jail: 1
- Jail list: ssh-ipfw

fail2ban-client status ssh-ipfw

Status for the jail: ssh-ipfw
| - Filter

| |- Currently failed: 0O

| |- Total failed: 8
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| “- File list: /var/log/auth.log
“- Actions

| - Currently banned: 0

| - Total banned: 1

"- Banned IP list: 10.10.10.10

Py4yHun 6aH/po3baH

fail2ban-client JAIL> banip <IP
fail2ban-client JAIL> unbanip <IP
new

nano /usr/local/etc/fail2ban/action.d/ipfw-tables.local

# Fail2Ban ipfw action configuration file
#
# Author: Method

# Automaticaly create tables for any jail with prefix "f2b " by action argument

Definition

actionstart = ipfw table all list fgrep -c -m -s 'table(f2b _<name>)' dev
f2b_<name> create
actionstop = ipfw table all list fgrep -c -m -s 'table(f2b_<name>)' dev
f2b _<name> flush
actioncheck =
actionban = e= ipfw table f2b <name- add <ip 7 X=%$7; $x -eq -0 "$e"

<name> like "f2b SSH"

null ipfw -q table
null ipfw -q table
= 'ipfw:
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setsockopt (IP_FW TABLE XADD): File exists'

echo "$e" grep -q "record already exists" echo "$e" 1>82; exit $x;
actionunban = e= ipfw table f2b <name- delete <ip> 2-41 ; x=$7; $x -eq 0 -0 "$e" = 'ipfw:
setsockopt(IP_FW TABLE XDEL): No such process'

echo "$e" grep -q "record not found" echo "$e" 1=42; exit $x;

nano /usr/local/etc/fail2ban/jail.d/sshd.local

# Fail2Ban sshd jail configuration file

#

# Author: Method

# Atempt: Need manuali aad rule into firewall configuration file by template :

# ipfw add <lowest rule number> (unreach port|deny) (ip|tcp|udp) from "table(f2b <name>)" to me <ports
list>

# Example: ipfw add 51 unreach port ip from "table(f2b SSH)" to me 22

DEFAULT
ignoreip = 127.0.0.1/8
# JAILS
sshd
enabled = true
mode = aggressive
action = ipfw-tables|name=SSH,port=ssh,protocol=tcp
logpath = /var/log/auth.log
findtime = 600
maxretry = 3
bantime = 3600

my NoDeny Wiki - https://ndp.pp.ua/



Last update: 2023/03/31 17:24 freebsd:fail2ban https://ndp.pp.ua/doku.php/freebsd/fail2ban?rev=1680283461

From:
https://ndp.pp.ua/ - my NoDeny Wiki

Permanent link:
https://ndp.pp.ua/doku.php/freebsd/fail2ban?rev=1680283461

Last update: 2023/03/31 17:24

https://ndp.pp.ua/ Printed on 2025/05/08 17:50


https://ndp.pp.ua/
https://ndp.pp.ua/doku.php/freebsd/fail2ban?rev=1680283461

	Fail2ban
	Встановлення
	Налаштування
	SSH
	phpmyadmin
	Перевірка
	Ручний бан/розбан
	new


