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Fail2ban

Fail2ban

npuknag Moro ganpeona:
ee /etc/rc.firewall

#!/bin/sh -
f='/sbin/ipfw -q'

ifOut='vmx0'
ifCap="vmx1l'

${f} flush

# TABLE WHITE LIST

${f} table WHITE LIST create
${f} table WHITE LIST add 1.
${f} table WHITE LIST add 8.

${f} add 49 allow ip from "table(WHITE LIST)" to me
${f} add 50 allow ip from me to "table(WHITE LIST)"
# Fail2Ban reserved rules range 51 - 99

${f} add 51 deny ip from “table(f2b SSH)" to me 22

# RULE 10 FORWARDING TO CAP
${f} add 105 fwd 127.0.0.1,8080 tcp from any to not me 80 via $ifCap

${f} add 170 allow tcp from any to me 22,443,8000,8080
${f} add 180 allow tcp from me 22,443,8000,8080 to any
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# OTHER SETTINGS

${f} add 1110 allow ip from any to any via Llo0

${f} add 1130 deny icmp from 1 to 5,9,13,14,15,16,17
${f} add 1190 allow ip from any to any

,15,16,17

${f} add 1100 allow ip from any to any

BcTaHOBJIGHHSA

pkg search fail2ban

py27-fail2ban-0.10.4 Scans log files and bans IP that makes too many password failures
py37-fail2ban-0.10.4 Scans log files and bans IP that makes too many password failures
py38-fail2ban-0.11.2 Scans log files and bans IP that makes too many password failures
py39-fail2ban-1.0.2 Scans log files and bans IP that makes too many password failures

pkg install py39-fail2ban

HanawTtyBaHHA

cp -r /usr/local/etc/fail2ban /usr/local/etc/fail2ban.orig
cd /usr/local/etc/fail2ban
cp jail.conf jail.local

MpaBnMO KOHIr
ee /usr/local/etc/fail2ban/action.d/bsd-ipfw.conf

i HABOAMMO napaMeTpn 4o BUrnany:
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actionban = /sbin/ipfw table <table> add <ip> <tablearg
actionunban = /sbin/ipfw table <table- delete <ip

Ona dyHKuUioHyBaHHSA fail2ban noTpibHo gogaTtn y danpeon Npasuno:

ipfw add deny log all from "table(3)" to me
ipfw add deny log all from me to "table(3)"

AnBnMOCh Ha Min npuknag /etc/rc.firewall Ha noYaTKy CTaTTI.

# [MponuLieMO B aBTO3aBaHTaXEHHS

sysrc fail2ban enable="YES"

3a 6ba)xaHHAM - poTaLis foris

echo '/var/log/fail2ban.log 600 7 200 * JC' usr/local/etc/newsyslog.conf.d/fail2ban.conf
# 3anycTtumo cepsic.

service fail2ban start

SSH

CTtBOpPUMO KOHIr ana ssh
ee /usr/local/etc/fail2ban/jail.d/ssh-ipfw.local
3 TaKUM BMICTOM

ssh-ipfw
# Bkto4aemo QinbTp.
enabled = true
# [lopT
port =
# BUKOPUCTOBYEMO YinibTp Ta npukaagisy conf.d
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filter = bsd-sshd

# Bka3yemo npogpine bsd-ipfw.

action = bsd-ipfw|table=3, tablearg=22
# Jlor 6aHa

logpath = /var/log/auth.log

# Y aKuvi NpoMIXXOK 4Yacy BigsiosoBaTume bpyT
findtime = 600

KiNbKiCTb HEBAAMX CNpob

maxretry = 3

yac 6aHa B cekyHaax abo B xBuanHax (60m
bantime = 3600

# 6invvi cnvcok 1p A4 Uboro rpasusaa (Yepes rpobin)! ix He byne baHuTy.

ignoreip = 127.0.0.1/8

# lNepe3anycTnmo cepsic.
service fail2ban restart

phpmyadmin

CTBOPUMO KOHIr gna phpmyadmin

ee /usr/local/etc/fail2ban/jail.d/phpmyadmin.local

3 TaKUM BMIiCTOM

phpmyadmin
# BK1t0o4aEMO inbTp.
enabled = true
# lopTt
port = http,https
# BUKOPUCTOBYEMO YinibTp Ta npukaagisy conf.d
filter = phpmyadmin-syslog
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# Bkasyemo npoginb bsd-ipfw.

action = bsd-ipfw|[table=3, tablearg=
# Jlor baHa

logpath = /var/log/auth. log

# Y 9Kkuvi NpoMiXXOK 4Yacy BigsiosoBaTume 6pyT
findtime =

KiNbKiCTb HEBAANMX CNPO6

maxretry =

yac 6aHa B cekyHaax abo B xBuanHax (60m
bantime =

# 6invv cnvcok 1ip A2 Uboro npasuaa (Yepes rnpobin)! ix He byne 6aHUTy.
ignoreip = 127.0.0.1

# lNepe3anycTnmo cepsic.
service fail2ban restart

MepeBipka

fail2ban-client status

Status
- Number of jail: 1
- Jail list: ssh-ipfw

fail2ban-client status ssh-ipfw

Status for the jail: ssh-ipfw
| - Filter
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| |- Currently failed: O
| |- Total failed: 8
| - File list: /var/log/auth.log
" - Actions
| - Currently banned: 0
| - Total banned: 1
"- Banned IP list: 10.10.10.10

Py4yHun 6aH/po3baH

fail2ban-client JAIL> banip <IP

fail2ban-client JAIL> unbanip <IP

new

nano /usr/local/etc/fail2ban/action.d/ipfw-tables.local

# Fail2Ban ipfw action configuration file
#
# Author: Method

# Automaticaly create tables for any jail with prefix "f2b " by action argument <name> like "f2b SSH"

Definition

actionstart = ipfw table all list fgrep -c -m
f2b _<name> create

actionstop = ipfw table all list fgrep -c -m

f2b_<name> flush

-s 'table(f2b _<name>)'

-s 'table(f2b <name>)'

dev/null

dev/null

ipfw -q table

ipfw -gq table
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actioncheck =
actionban = e= ipfw table f2b <name-> add <ip> 2-41 ; x=%$7; $x -eq O -0 "$e" = 'ipfw:
setsockopt (IP_FW TABLE XADD): File exists'

echo "$e" grep -q "record already exists" echo "$e" 1>42; exit $x;
actionunban = e= ipfw table f2b <name- delete <ip> 2-41 ; x=$7; $x -eq O -0 "$e" = 'ipfw:
setsockopt(IP_FW TABLE XDEL): No such process'

echo "$e" grep -q "record not found" echo "$e" 1>842; exit $x;

nano /usr/local/etc/fail2ban/jail.d/sshd.local

# Fail2Ban sshd jail configuration file

#

# Author: Method

# Atempt: Need manuali aad rule into firewall configuration file by template :

# ipfw add <lowest rule number> (unreach port|deny) (ip|tcp|udp) from "table(f2b <name>)" to me <ports
list>

# Example: ipfw add 51 unreach port ip from "table(f2b SSH)" to me 22

DEFAULT
ignoreip = 127.0.0.1/8
# JAILS
sshd
enabled = true
mode = aggressive
action = ipfw-tables|name=SSH,port=ssh,protocol=tcp
logpath = /var/log/auth.log
findtime = 600
maxretry = 3
bantime = 3600
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OTHER

Ha knneHTe

nano /etc/rc.conf

nfs client enable="YES"

nano /etc/rc.firewall

ip="10.7.20.210"

ipnfs="10.7.20.253"

# NFS

$cmd 00730
$cmd 00731
$cmd 00732
$cmd 00733
$cmd 00734
$cmd 00735

From:

pass
pass
pass
pass
pass
pass

tcp
udp
tcp
udp
tcp
udp

from
from
from
from
from
from

$ip
$ip
$ip
$ip
$ip
$ip

to
to
to
to
to
to
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${ipnfs}
${ipnfs}
${ipnfs}
${ipnfs}
${ipnfs}
${ipnfs}

nfsd out setup

nfsd out keep-state
sunrpc out setup
sunrpc out keep-state
3333 out setup

3333 out keep-state
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