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AIlIO install

LLiBupKka yctaHoBKa "Bce B ogHOMY"

Becb npouec yCTaHOBKM Ta HaNalITyBaHHSA 3a AaHOK iIHCTPYKLUIE Bif NOYaTKy i 4O KiHUS 3aiMaE
6113bKo NiBrognHN! Min pekopa 22 XBUAVHM )

@ Mpouenypa OHOBNEHHSA BCiX MNaKeTiB BiAbYBAETLCA WBUAKO 38 KOMaHAO0

pkg upgrade

BCTaHOBJIEHHA CUCTEMHU

Miprotosnsemo amuctpubyTus FreeBSD x.x Release 3annucyeMo 3aBaHTa)eHUN AUCTPUOYTUB Ha OUCK i CMIJIMBO NPUCTYMNAEMO:

A1 Bee nepesipeHo Ha FreeBSD v13.0, v12.1, v11.0-2, v10.1-3 Ta v9.3!

-

1. Mig vac ycTaHoBKK, nicns subopy nokani, 06os'a3koso Bubupaemo SRC (y ManbyTHbOMY MOXXe 3HafobuTbCa ANa nepecknagaHHA aapa), pewTa
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3a 6axkaHHAM (5 6 He CTaBMB TiNbKK MNOPTY Ta OOKW, | TaK iX OHOB/OBATM NOTPIOHO)
2. Jani Bubpatn meTon po3bmBKn AMCKa 3a NpoMoBYaHHAM - Auto (UFS)
Tomy wo po3buBaTn: BeCb AncK abo po3ain (NpunycTuMo BeCb AWCK)
4. yCTaHOBKa 3anponoHY€E HaNKpaLLU BapiaHT, ae

w

nia 3aBaHTa)XKyBaNbHUA cekTop = 512 kb
po3ain nigkavyBaHHa cean = 1 r6 (2*pam ane He binbwe 1 r6)
KOpeHeBUI po3ain / = BCe iHwe

TcHeMmo Finish = Commit = niwna yctaHosBka FreeBSD

noTiM BBOAMMO Naposb 415 PyT-KOPUCTYyBada

NOTIM HaNaWTYEMO AOCTYN A0 iHTEPHETY

nicns 4oro BMOMPAEMO YacoBMIN NOAC

Aani MoXHa BMbpaTm aki nocnyrv Bam nNoTpidHi, SSHD 060B'A3K0BO

10. noTimM NOTPiBHO f0AATM NOKANBHOMO KOPUCTYBaYa NomicTusLwK oro fo rpynu wheel
11. YcTtaHoBKa cucTemun 3aBeplueHa Exit = No = Reboot

wooNow;

| BaXX/IMBO BUTAMHYTY IHCTaNALINHUA OUCK Nif YacC nepe3aBaHTaXXeHHs, Wob He po3noyaTu
£25 % iHcTansuito 3aHoBO

@ Micna nepe3aBaHTaXXEHHS cepBepa, NiAKIYAEMOCS 40 HbOro Yyepes SSH, wob nerwe Koni-nacTuTm

HaﬂaI.IJTYBaHHH 3daBaHTa)XyBa4a

ans NPUCKOPEHHA 3aBaHTa)>XEHHA CEPBEPa BiOKNOYMMO Ta|7|Mep 3aBaHTa)>XyBaJIbHOro MEHIO, a TaKOXX CaMe MEHI0
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echo autoboot delay=\"-1\" boot/loader.conf
echo beastie disable=\"YES\" boot/loader.conf

NMoyaTKoBa KOHpirypauis

sysrc fsck y enable=YES
sysrc background fsck=NO
sysrc sshd enable=YES
sysrc firewall enable=YES
sysrc gateway enable=YES

ee /etc/rc.conf
NpPUBOAMMO 00 BUTrNALQY

hostname="nodeny.com.ua"

defaultrouter="1.2.3.1"

ifconfig fxpO="inet 10.0.0.1 netmask 255.255.255.0"
ifconfig fxpl="inet 1.2.3.4 netmask 255.255.255.0"
ifconfig lo@ aliasO="inet 1.1.1.1 netmask 255.255.255.255"
fsck y enable="YES"

background fsck="NO"

sshd _enable="YES"

firewall enable="YES"

gateway enable="YES"

ne

@ e background fsck="“NO" Bigk/o4a€ nepesipKy ANCKIB y bekrpayHai Ta pobuTb npu cTapTi

e fsck y enable="YES” kaxxe “yes” Ha BCi 3anMTaHHA NiJ YaC NepeBipKu.

e 1.1.1.1 - BipTyanbHWI ip, KNI aBTOP HaALLUTOBYE YCiM CBOIX cepBepax Ha iHTepdenci 100. Lewn ip KNiEHTU BKa3yTb Y CBOIX
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HacTpomnkax sk dns cepeep, cepeep aBToOpU3aLlii i T.4.
@ * IHTepdelic fxpl AMBMTLCS Ha L3 BULLOMO NpoBaaepa 3 ip 1.2.3.1.

e IHTepdenc fxp0 OMBUTLCA Yy MEPEXY KNIEHTIB.
Bigkntovaemo niaTpumky X11 ta GUI

echo 'WITHOUT X11="yes"' >> /etc/make.conf
echo 'WITHOUT GUI="yes"' >> /etc/make.conf

CtaBumo PKGNG

- 3 BepecHsa 2014 po3pobHukn FreeBSD 3aMiHUAM 3aCTapifiui NakeTHUN MeHeaxep Ha HoBui - PKGNG (package new generation). 3
| 6a3oBoi cuctemm bynu BuaneHi ytunitn pkg_* (taki, sk: pkg_install, pkg_add, pkg create, pkg_delete, pkg_info, pkg_updating Ta

&5 pkg_version).
MocibHmK FreeBSD:PKGNG

ycTtaHoBka PKGNG

pkg bootstrap -f

Mepeknapaemo 6a3y gaHux nopTiB npautoBaTh 3 PKGNG, Biakntoyaemo bekan ctapoi 6a3m, cTBoptoeMo KOHpir PKGNG
echo 'WITH PKGNG="yes"' etc/make.conf

echo 'daily backup pkgdb enable="NO"' etc/periodic.conf

cp /usr/local/etc/pkg.conf.sample /usr/local/etc/pkg.conf

3a 3aMOBYYBaHHAM MNiOKOYEHNIA KBApTalbHU PENO3NUTOPIN NaKeTiB, ajfie 1 BMUKal OCTaHHIN

cp /etc/pkg/FreeBSD.conf /etc/pkg/FreeBSD.conf.old
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sed -i -p "s/quarterly/latest/" /etc/pkg/FreeBSD.conf
ee /etc/pkg/FreeBSD.conf
url: "pkg+http://pkg.FreeBSD.org/${ABI}/latest",

OHOBUMO 6a3y AOCTYMHMX NaKeTIB

pkg update -f

CtasuMmo lNMakeTtun

pkg install perl5 p5-App-cpanminus p5-Crypt-Rijndael p5-JSON p5-JSON-XS p5-LWP-Protocol-https p5-CGI \
bash subversion apache24 mc-nox1l mysql80-server

In -s /usr/local/bin/perl /usr/bin/perl dev/null

cpanm DBD: :mysql

3aBaHTaXyeMo NoDeny Next

Ha MOMEHT HanuCaHHA CTaTTi € 3 peno3uTopii:

e nemoBepcia svn://nodeny-plus.com.ua/nodenyfree
e cTabinbHa svn://nodeny-plus.com.ua/release
e HOBa rifika svn://nodeny-plus.com.ua/release/next

s 6yny BukopuctoByBaTy Next

i TaK, 3aBaHTaXXYEMO BiniHr

cd /usr/local
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svn co svn://nodeny-plus.com.ua/release/next nodeny

HanawTtyBaHHAa NAT (pf)

echo
echo
cp
ee

pf load=YES boot/loader.conf
pf enable=\"YES\" etc/rc.conf
usr/local/nodeny/etc/pf.conf /etc

etc/pf.conf

6 e BNUCaTK B ext_if = “fxpl” cBiit iHTepdelic, AKNit y BaC ANBUTLCA B iHET

|

* 33/IMWINTKN NMPaABUNO TIEI MEPEXI, IKa OMBUTLCSA B JIOKAJIKY

Baxxnmeo, wo6 aapecy 30BHILHBLOI Ta BHYTPILIHLOI Mepex He Byn 04HaKoBMMM

HanawTtyBaHHA 30ip ctatuctukm tpadiky (ipcad)

echo
echo
echo
echo

cp

ipfw_ load=\"YES\" boot/loader.conf
ipdivert load=\"YES\" boot/loader.conf
dummynet load=\"YES\" boot/loader.conf
ipcad enable=\"YES\" etc/rc.conf
usr/local/nodeny/etc/ipcad.conf /usr/local/etc

ipcad -d
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HanawTyBaHHA firewall

®aepBon i3 6/10KyBaHHAM HEABTOPM30BAHMX KNIEHTIB

cp /usr/local/nodeny/etc/rc.firewall /etc
ee /etc/rc.firewall

Peparyemo rc.firewall, MiHAEMO 30BHILLHIN iHTepgenc
ifOut='fxpl' Ha Ton, WO Yy Bac ANBUTbLCA B iHET

HanawTtyBaHHA mysql

sysrc mysql enable=yes
sysrc mysql optfile=/usr/local/etc/mysql/my.cnf

mkdir /var/db/mysql tmpdir
chown mysql /var/db/mysql tmpdir

service mysqgl-server start
Migkno4yaemocs go mysql i BCTaHOBMMO MapoJsib pyTy

mysql -u root

# 3amicTb hardpass Balu napoJib

ALTER USER ‘'root'@'localhost’ IDENTIFIED WITH mysql native password BY ‘'hardpass', root @ localhost PASSWORD
EXPIRE NEVER;

exit;
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Mipkno4aeMochb 4o mysql 3 naponem
# 3amicTb hardpass Balu napoJib
mysql -u root --password='hardpass'
ALTER USER root localhost IDENTIFIED BY hardpass , root localhost PASSWORD EXPIRE NEVER;
CtBopumo 6a3y gaHumx nodeny
database nodeny;
nodeny;

source /usr/ /nodeny/bill.sql;
exit;

Tuning

pkg install mysqltuner
mysqgltuner --user root --pass hardpass --color

fix [Warning] [MY-013360] [Server] Plugin sha256 _password reported

HanawTtyBaHHA apache24

sysrc apache24 enable=yes
echo /sbin/kldload accf http etc/rc.local
sbin/kldload accf http

echo "ServerName 0.0.0.0:80" usr/local/etc/apache24/Includes/httpd.conf
echo "LoadModule cgi module libexec/apache24/mod cgi.so" usr/local/etc/apache24/Includes/httpd.conf

CTBOPMMO CUMNIHK Ha Beb-ckpunTu NoDeny
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rm -fR /usr/local/www/apache24/cgi-bin
rm -fR /usr/local/www/apache24/data

ln -s /usr/local/nodeny/cgi-bin usr/local/www/apache24/cgi-bin

1ln -s /usr/local/nodeny/htdocs usr/local/www/apache24/data

service apache24 start

mkdir /usr/local/etc/newsyslog.conf.d/
ee /usr/local/etc/newsyslog.conf.d/apache24.conf

# Apache
/var/log/httpd-access.log www:wheel 600 3
/var/log/httpd-error. log www:wheel 600 10

# Apache SSL

/var/log/httpd-access-ssl.log www:wheel 600 3
/var/log/httpd-error-ssl.log www:wheel 600 10
service newsyslog restart

newsyslog -a /var/log/

freebsd:install:certbot

HanawtyBaHHsa NoDeny Plus

Migkno4ynmo moayni (-X), BCTAHOBMMO BNaCHMKa Ta NpaBa Ha annm (-w), CTBOPUMO CTapTOBMIA KOHQIr (-m), CTBOpUMO cynepagMiny (-p):

cd /usr/local/nodeny
perl install.pl -m
perl install.pl -x

2048 *

2048

*

2048 *

2048

*

JC
JC

JC
JC

/var/run/httpd.pid 30
/var/run/httpd.pid 30

/var/run/httpd.pid 30
/var/run/httpd.pid 30

my NoDeny Wiki - https://ndp.pp.ua/


https://ndp.pp.ua/doku.php/freebsd/certbot

Last update: 2024/12/12 23:08 nodeny:fastinstall https://ndp.pp.ua/doku.php/nodeny/fastinstall

perl install.pl -w=www
perl install.pl -p admin=

BipHoBneHHA 3 bekana

0608B'A3k0BO cKoMitoBaTy B Manky /usr/local/nodeny/ annu:

/1
- sat.cfg - ¢aiin 3 HanawTyBaHHAMM BigHOBMOBaHOI NoDeny
backup.sql - dawnn 6a3m gaHux, wo sigHoBAOETLCA NoDeny

CTtBOpPMMO CTPYKTYpYy H6a3n nodeny

mysql --default-character-set=utf8 -u root -p
# BBOAMMO Maposib pyTa

nodeny;
nodeny;
exit;
#source /usr nodeny/backup.sql;

i HANOBHUMO OaHMMUK 3 bekana:

mysql --default-character-set=utf8 -u root -p nodeny usr/local/nodeny/backup.sql
Enter password: # BBoaumo rnaposib pyta

Migkno4ynmo moayni (-x), BCTAHOBMMO BlaCHMKa Ta npaBa Ha annm (-w):
cd /usr/local/nodeny

perl install.pl -x
perl install.pl -w=www
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3anyck agpa NoDeny+

Anpo NoDeny+ npaLltoe Ha TNi Ta BUKOHYE Taki yHKUii: 06pobka aBTopm3auin, 30ip CTaTUCTUKKM TpadiKy, ynpasaiHHSA NocayraMmum Towo. KoHdirn
3Haxo4ATbCA y hannax /usr/local/nodeny/kernel/*.cfg. O60B'A3K0BMIA MapaMeTp run - BKa3ye, Yn byae nnariH 3anyLeHnin npu cTapTi aapa 4 Hi. AKLWo
run BCTaHoBJIeHO B 0, TO NnariH MOXXHa 3anyCcTUTW JiMle BKa3aBLUM NOro y napaMmeTpax KOMaHOHOro psifika nif Yac 3anycky agpa.

OTprMMaEMO CNNCOK YCiX NaariHis
perl nokernel.pl -L

HaBnpoTu Ha3Bm Moaynsa 1 03HaYaE, WO MOAY/b 3anyCKaTUMETbCS aBTOMaTUYHO Npu CTapTi aapa.

3anyCKaeMo S4po0 3i CTaHAapTHUM Habopom mMoayniB
perl nokernel.pl

AKLL0 Ha KOHCOJ/Ib HE BMBEO XKOAHUX MOMUIOK - SAPO YCMILLIHO 3anyCTWA0 BCi MOayi.

3anyCKaeMO CKpUNT yrnpaBfiHHA DaEpPBOIOM
perl noserver.pl -v
AIKLLO Ha KOHCOJb HE BMBEJIO XXOLHUX NOMWUJIOK - CTaBMMO B aBTO3aBaHTaXXEHHS:

echo '/usr/bin/perl /usr/local/nodeny/nokernel.pl -d &' etc/rc.local
echo '/usr/bin/perl /usr/local/nodeny/noserver.pl -d &' etc/rc.local

3anyCcKaeMo CKpUNTK aapa

perl /usr/local/nodeny/nokernel.pl -d
perl /usr/local/nodeny/noserver.pl -d
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HopaTkoBi nporun ana 3py4YHOCTI

YctaHoBka Webmin

pkg install sysutils/webmin
usr/local/lib/webmin/setup.sh

sysrc webmin enable=YES

service webmin start

He 3abyabTe BiAKPUTK Y (hapBOAi NOpTH

ee /etc/rc.firewall

3aMiHUTH

${f} add allow tcp from any to me
${f} add allow tcp from me to any
Ha

${f} add allow tcp from any to me 22,
${f} add allow tcp from me , to any

@ ae 10000 = nopT webmin

BctaHoBneHHa phpMyAdmin

pkg install phpMyAdmin5-php84 mod php84 php84-iconv
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Create directory for phpMyAdmin temp files.

mkdir -p /usr/local/www/phpMyAdmin/tmp
chown -R www:www /usr/local/www/phpMyAdmin/tmp
nano /usr/local/www/phpMyAdmin/config.inc.php

$cfg[ 'NavigationTreeEnableGrouping'] = false;
#Edit the file and set secret passphrase:
$cfgl 'blowfish secret'] = '"H20xcGXxflSd8IwrwVlh6KW6s2rER631";

Configure Temp directory by add
$cfgl 'TempDir'] = '/usr/local/www/phpMyAdmin/tmp"';

Y cbanni /usr/local/etc/apache24/Includes/httpd.conf gonuwemo:
ee /usr/local/etc/apache24/Includes/httpd.conf

IfModule dir module

DirectoryIndex index.html index.htm index.php index.shtml

IfModule
Y nanui /usr/local/etc/apache24/Includes cTBoptoeMo thann php-application.conf
ee /usr/local/etc/apache24/Includes/php-application.conf
i BHECEMO [10 HbOrO Ui pAAKK:
Jusr/local/etc/apache24/Includes/php-application.conf

FilesMatch "\.php$"

SetHandler application/x-httpd-php
FilesMatch
FilesMatch "\.phps$"
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SetHandler application/x-httpd-php-source
FilesMatch
Micna uboro cteopumo amn /usr/local/etc/php.ini 3 hanny php.ini-production Ta Hagamo nomy HeobxigHi npaea

cp /usr/local/etc/php.ini-production /usr/local/etc/php.ini
chmod u+w /usr/local/etc/php.ini

Micna yCTaHOBKM € ABa BapiaHTV HanalTyBaHHS: AK aniac abo Sk nigaomMeH

HanawTyBaHHa phpMyAdmin sk aniac

cTBopumo hann phpmyadmin.conf
ee /usr/local/etc/apache24/Includes/phpmyadmin.conf
3 TaKUM 3MiCTOM:

Alias [J{J/pma "/usr/local/www/phpMyAdmin/"
<Directory "/usr/local/www/phpMyAdmin/">

Options none

AllowOverride Limit

Order Deny,Allow

Require all granted

DirectoryIndex index.php
</Directory>

Mepe3sanycTuMo apache

service apache24 restart
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HanawTyBaHHa phpMyAdmin sk nipaomeH

ee /usr/local/etc/apache24/Includes/vhost db.example.org.conf
BCTAB/ISEMO HACTYMHe

VirtualHost
DocumentRoot "/usr/local/www/phpMyAdmin"
ServerName db.example.org
ServerAlias [Jdb.local
ErrorLog "/var/log/apache/db.example.org-error.log"
CustomLog "/var/log/apache/db.example.org-access.log" common
Directory "/usr/local/www/phpMyAdmin"
AllowOverride None
Options None
Require all granted
Directory
VirtualHost

_ e
@ example.org - Ball JoMeH

db.example.org - Baw niggomeH gna phpMyAdmin

TaKoX He 3abyabTe CTBOPUTK (halnm Noris, iHakWwe apache byae ayxxe ceapuTucs
mkdir -p /var/log/apache
touch /var/log/apache/db.example.org-error.log

touch /var/log/apache/db.example.org-access. log

Mepe3anyckaemo apache
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service apache24 restart

BcTtaHoBneHHs BRAS
BRAS - Broadband Remote Access Server - y nepeknagi, cepsep Biaga eHoro WMpoKoCMyroBoro AocTyny. BiH NOKAMKaHW 34iNCHIOBATM aBTOpM3aLlito
aboHeHTIB y Mepexi. 3a3Bn4al cknagaeTbCcs 3 6a3m gaHux, Radius'a Ta To4oK gocTyny.

Ane KoXHa Mepexa Mae CBiln BuOIp...
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