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Proxmox

CucTema BipTyani3zauii 3 BiAKpUTUM BMXiOHUM KOOOM 3acHOBaHa Ha Debian GNU/Linux. Po3pobnseTbCcs aBCTpiNncbKo Gipmoto Proxmox Server
Solutions GmbH, sika cnoHcopyeTbcs Internet Foundation Austria. Ak rinepsizopu sBukopuctosye KVM Ta OpenVZ. BignosigHo, 34aTHa BUKOHYBATU
Oyab-aki niaTpumysaHi KVM OC (Linux, *BSD, Windows Ta iHLi) 3 MiHIManbHMMK BTpaTaMun NPoAyKTUBHOCTI Ta Linux 6e3 BTpaT. YnpaBniHHA
BipTYaJIbHUMMN MalLUMHaMK Ta aAMiHICTPyBaHHS CaMOro cepBepa NpoBoAATbCA Yepes Beb-iHTepdenc abo Yepes cTaHAAPTHUIA iHTepgenc KOMaHLHOIO
pagka Linux. 1nsa cTBOPOBaHMX BipTyasibHUX MalnH € 6e3ni4 onuin: BUKOPUCTOBYBaHWUIA rinepsi3op, Tun cxosuLia (dann obpasy abo LVM), Tun
€eMyNIboBaHoiI Anckosoi nigcuctemu (IDE, SCSI abo VirtlO), Tun emMmynboBaHOIi MePEXEBOI KapTu, KiNIbKiCTb AOCTYMHUX MPOLLECOPIB Ta iHLWI .

Proxmox VE Home

Proxmox: JocTynHa BipTyani3aLis poCinCbKot

JonoaMo KOpUcCTyBa4a

sudo adduser username
New password: <type your password>
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Retype new password: <retype your password>
Is the information correct? [Y/n] Y

usermod -aG sudo username

Be3KOLWTOBHUMN PEeno3uUTopin

Ha >xasib, po3p06bHNKIN HaB'A311MBO PEKOMEHAYIOTb 0hOPMUTY MAATHY NepeannaTy Ha iXHE KOMepLiiHe OHOB/IEHHA. Ta 1 LiHa NOKYCYyeTbCA. ToMy

BiABYYa€EMO Bif XaaibHOCTI.

Ons novaTky HeobXiAHO BIAKIIOYUTY NIANMNCKY Ha NMJATHUI Peno3nTOopin, AOCTYNy A0 AKOr0 3a3BMYail HeMae. [1ns uboro pefaryemo damnn

/etc/apt/sources.list.d/pve-enterprise.list
i HABOAMMO MOro A0 TaKoro BUrasay:

#deb https://enterprise.proxmox.com/debian/pve buster pve-enterprise
deb http://download.proxmox.com/debian/pve buster pve-no-subscription

xepeno

OHOBJIEHHA Ta BCTAHOBJIEHHA

apt -y update && apt -y full-upgrade

apt-get install libperl-dev gcc make gnupg net-tools sudo wget curl mc ifupdown2 openvswitch-switch
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Network

nano /etc/network/interfaces
/etc/init.d/networking restart
systemctl restart networking
#reboot

PCI passthrough

Ons npoknpaHHA nepedepii BcepeanHy BipTyasioK Ha IHTENIBCbKMX X0CTax NpopobmuMo HacTynHe

root@pve0:~# nano /etc/default/grub
#GRUB_CMDLINE LINUX DEFAULT="quiet"
GRUB CMDLINE LINUX DEFAULT="quiet intel iommu=on iommu=pt"

root@pve0:~# update-grub
root@pve0:~# reboot

NiCNA 4Oro NPOKUHYTY (Pi3NYHY CIPKOBY KapTy B BM CTaHe MOXJ/IMBUM Source

Let s Encrypt

root@pvel:~# pvenode config set --acme domains=pve0.example.com
root@pvel:~# pvenode acme account register default a.system@example.com

Directory endpoints:
0) Let's Encrypt V2 (https://acme-v02.api.letsencrypt.org/directory)

1) Let's Encrypt V2 Staging (https://acme-staging-v02.api.letsencrypt.org/directory)
2) Custom
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Enter selection: 0

Attempting to fetch Terms of Service from 'https://acme-v02.api.letsencrypt.org/directory’.
Terms of Service: https://letsencrypt.org/documents/LE-SA-v1.2-November-15-2017.pdf

Do you agree to the above terms? [y|N]: y

MpumMmiTKa, Wo register account with 'https://acme-v02.api.letsencrypt.org/directory’..
Generating ACME account key.

Registering ACME account.

Registration successful, account URL: 'https://acme-v02.api.letsencrypt.org/acme/acct/122167440'
Task OK

root@pvel:~# pvenode acme cert order

Status is 'valid', domain 'pveO.example.com' OK!

Order is ready, finalizing order valid!

Restarting pveproxy
Task OK

Source

HDD

Removing the 'Local LVM'

root@pve0:~# lvremove /dev/pve/data
Do you really want to remove and DISCARD akTtuBHOro noriyHoro volume pve/data? [y/n]: y
Logical volume "data" ycniwHo Buay4yeHUn
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root@pve0:~# lvresize -1 +100%FREE /dev/pve/root
Size of logical volume pve/root changed from 18.25 GiB (4672 extents) to <65.99 GiB (16894 extents).
Logical volume pve/root successfully resized.
root@pve0:~# resize2fs /dev/mapper/pve-root
resize2fs 1.44.5 (15-Dec-2018)
Filesystem at /dev/mapper/pve-root is mounted on /; on-line resizing required
old desc blocks = 3, new desc blocks = 9
Filesystem Ha /dev/mapper/pve-root is now 17299456 (4k) 6nokm long.

Source

Add local Storage

Source

ADD SAN Storage

ON4 NigKNoYeHHs AUCKOBUX MacuBiB No Mepexxi SAN HeobXigHO cnoYaTKy AO3BOAMTMAAHOMY XOCTY NiAKAYaTMCA o cepsepa Cr .
Y HawoMmy Bunaaky mu byaemo nigkntodaTtmca go HP MSA p2000 g3 FC. Bci iHCTpyKUii TyT.
HacTynHUM KpokoM HeobxiAHO HaBYMTM Hall cepBep NpaLoBaT 3 MacMBamu Yepe3 multipath. Mpuctynumo.

Y npuknagi fo BipTyanbHoro cepsepa Ha 6a3i OC Debian GNU/Linux 10 3 mepexi FC SAN nigkno4eHnin guckosun Tom (RAID-macums) 3 cuctemu
36epiraHHs gaHmx HP StorageWorks Modular Smart Array p2000 g3 FC. Migkato4eHHS TOMa BUKOHaHO ABOMa Lwasixamu, To6To Yepes ABi okpeMi
abpukm FC SAN. 1ns Toro, wob 3aaiaTn mexaHiam multipath (Device Mapper Multipath/DM-multipath), skuin 803B0ANTL 3BEPTATMCA A0 LNX ABOX
ANCKOBUX MPUCTPOIB, AOCTYMNHUX MO Pi3HUX WAAXaX, 9K A0 04HOro npuctpoto Debian Linux Ham noTpibHo BcTaHOBUTK nakeT multipath-tools.

apt-get install multipath-tools scsitools

Micns iHCTansAUil NakeTa He CTBOPIOETLCA OMOPHUIA KOH(IrypauinHui gann /etc/multipath.conf, a mexariam multipath BukopncToBye KoHpirypadito 3a
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3aMoBYYyBaHHAM. MNMogmenTunca Te, aKy 6a30By KOHGirypauito BukopucToBye cnyxba multipath-tools Mo)xHa komaHAot0:
# echo 'show config' | multipathd -k

Moameumocs, Wwo 3Harwna cnyxba multipath-tools y Hawin cuctemi

# multipath -11

AKLO MK panToM 6a4ynMo, LLO KPiM AUCKIB, WO AiMCHO MAOTb KiflbKa LWAAXIB MigKAYeHHS, B KOHQIrypauito multipath noTpannsoTb SKiCb NOKanbHi
NPUCTPOI, Hanpuknag, Ha cepsepax HP ue MoxxyTb 6yTK noridni auckm 3 RAID-koHTponepa HP Smart Array cciss/c0d1, To noTpibHO cTBOPUTU hainn
[00ATKOBOI KOH(irypauii

mkdir -p /etc/multipath/conf.d/
nano /etc/multipath/conf.d/multipath.conf

i 10AATW B HbOTO BJIACHE NMpaBuIo.

blacklist {
devnode "~cciss\/c[0-9]d[0-9]*"
}

TakKOX 404aMO KOHGirypauito Haworo npuctpoto Crj

devices {
device {

vendor "HP"
product "P2000 G3 FC|P2000G3 FC/iSCSI|P2000 G3 SAS|P2000 G3 iSCSI"
path grouping policy "group by prio"
path selector "round-robin 0"
path checker "tur"
features "0"
hardware handler "0"
prio "alua"
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failback "immediate"
rr_weight "uniform”
no path retry 9
rr_min _io 100

}

MpaBwnna, onucaHi Hamn B JaHOMy BMNAAKy Yy BAaCHOMY KOHdirypaLinHomy canni /etc/multipath/conf.d/multipath.conf cymysaTumyThCs 3 Nnpasuiamu
6a30B0i KOHirypauii cnyxxbu multipath-tools

489 rescan-scsi-bus.sh

490 1lsblk
493 multipath -a /dev/sdd
wwid '3600cOf..... 26001000000' added

494 nano /etc/multipath/conf.d/multipath.conf
blacklist exceptions {

wwid "3600cOf..... 26001000000"
}

multipaths {

multipath {
wwid 3600cOf..... 26001000000
alias MSAO A3
}
}

495 systemctl restart multipath-tools.service
496 systemctl restart multipathd

497 multipath-11

498 1s /dev/mapper/
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Micna BHeCeHHA 3MiH A0 KOHGirypauii multipath BukoHaeMo nepesanyck cnyxéu

# systemctl restart multipath-tools.service
# systemctl restart multipathd

MNepeBipnMo

# multipath -11

. ! AKLLO HIYOr0 HE 3MIHUNOCS, 3aNLLAETHCA NEPe3aBaHTAXMNTI XOCT. Hajani nicns nepesaBaHTaXXeHHs, TOMW LOAAOTLCS OAPA3Y.
pe3ynbTar:

MSA1S1200 (3600cOfTFXXXXXXXXXXXXXXXXXX6001000000) dm-34 HP,P2000 G3 FC
size=1.1T features='1l queue if no path' hwhandler='1 alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| “- 2:0:0:3 sdb 8:16 active ready running
"-+- policy='round-robin 0' prio=10 status=enabled
"- 5:0:0:4 sdc 8:32 active ready running

Te wo noTpibHo! Tom BM3Ha4mBcs multipath nig ncesgoHimom MSA1S1200.

MepeBipMMO BMICT, SIKLLO HE HOBUIA
# ls /dev/mapper/MSA1S1200
AKLLO Le HOBUA MacuB, TO HA HbOMY NOTPIOHO CTBOPUTK (haloBy CUCTEMY.

pvcreate /dev/mapper/MSA1S1200
vgcreate MSA1S1200 /dev/mapper/MSA1S1200
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Hani nepexoaumo B Beb naHens - JaTaueHTp - Cxosulle - Jogatn -» LVM

Y pnianorosomy BiKHi:

in: MSA1S1200
pyna TomiB: MSA1S1200

PewTa 3a 3aMOBYyBaHHAM

https://www.thegeekdiary.com/corruption-or-accidental-deletion-in-lvm-how-to-rebuild-lvm-from-archive-metadata-backups-in-rhel-centos/

OTHER

Hal'aﬂ,yBaHHil npo ﬂiﬂ,I'IVICKy

Mpn KOXXHOMY BXOJi B CUCTEMY HaM BUBOAUTUMETbLCA YyLOBE NOBIAOMJIEHHS, WO HernoraHo 6yno 6 Kynutn TexnigTpumky. o6 yHUKHYTH L€l pagocTi,
HeobxigHo 3pobuTn Take:

https://github.com/Jamesits/pve-fake-subscription/tree/v0.0.8

wget

https://github.com/Jamesits/pve-fake-subscription/releases/download/v0.0.9/pve-fake-subscription 0.0.9+git-1 all.
deb

dpkg -i pve-fake-subscription *.deb
pve-fake-subscription

Crapuu BapiaHT

BuknnkaeMo Ha penaryBaHHa ann /usr/share/pve-manager/ext4d/pvemanagerlib.js
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| HABOAMMO Or0 10 TAKOro BUrNALY:

root@proxmox: /# diff -Naur /usr/share/pve-manager/ext4/pvemanagerlib.js.original /usr/share/pve
manager/ext4/pvemanagerlib.js

usr/share/pve-manager/ext4/pvemanagerlib.js.original 08 08:07 0100
usr/share/pve-manager/ext4/pvemanagerlib.js 08 0100
@@ , ,/ @@

success: function(response, opts
var data response.result.data

data.status "Active’
Ext.Msg.show
title: 'No valid subscription',
icon: Ext.Msg.WARNING,
msg: PVE.Utils.noSubKeyHtml,
buttons: Ext.Msg.O0K,
callback: function(btn

btn "ok’

orig cmd

orig cmd

orig cmd

Big Bepcii 0o Bepcii paaku 3milyoTbCs, ane Sk cnig 3pobnTun 3a HaBe4EeHUM NPUKAALOM LiJIKOM 3p03yMio.
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remove cluster

systemctl stop pve-cluster corosync
pmxcfs -1

rm -r /etc/corosync/*

rm /etc/pve/corosync.conf

killall pmxcfs

systemctl start pve-cluster

Source

I""habr Source!!!

Alter Themes

https://lunar.computer/posts/themes-proxmox/
Dark Theme

https://computingforgeeks.com/customize-proxmox-ve-web-ui-with-dark-theme/

https://github.com/Weilbyte/PVEDiscordDark

Backup Script

https://github.com/Mr-Method/proxmox-stuff
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cd /etc/cron.daily/

wget https://raw.githubusercontent.com/DerDanilo/proxmox-stuff/master/prox config backup.sh
chmod +x ./prox_config backup.sh

mv -v prox config backup.sh prox config backup

modify script: comment line with “description” at the end of file; change DEFAULT _BACK DIR destenation;

nano prox_config backup

Hyper-V to PVE

1. cTBOPOEMO BM 3 MakcuMasibHO CX0XKMMUW NapameTpaMu 3 AUCKOM B (hopMaTi qcow?2
2. 3anuBaeMo Ha xocT PVE obpa3 ancky BM 3 Hyper-V B hopmaTi vhdx
3. 3 KoHconi PVE nepeBipseMo obpa3 Ha nomunku gemu-img check -r all Hyper-V_vm122 Disk0.vhdx
4. 3 KoHcosi PVE KoHBepTyeMO AnCK gemu-img convert -O qcow2 Hyper-V_vm122 Disk0.vhdx ./vm-122-disk-0.qcow?2
5. niaMiHAEMO ancK BM 3 nepLluoro nyHKTY LWOWHO 3reHepoBaHNM, 3aMiHUBLUM Ha3BY hanny K B OpuriHani
6. 3anyckaemo BM
NMNocunaHHA

Proxmox. MonHoe pyKoBOACTBO. 2€ 134,
https://forum.proxmox.com/threads/proxmox-ve-6-removing-cluster-configuration.56259/
http://pyatilistnik.org/spisok-komand-hpssacli-dlya-rabotyi-s-raid-smart-array-p410i-na-esxi-5-5/
http://downloads.linux.hpe.com/SDR/project/mcp/

https://wiki.webko.net.ua/index.php?title=HP_ProLiant G8#SNMP_OID List for iLO4
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http://sysadm.pp.ua/linux/monitoring-systems/hpraid-monitoring.html
https://pve.proxmox.com/wiki/Disk_Health_Email Alerts

fail2ban

https://pve.proxmox.com/wiki/Fail2ban

for freebsd

https://www.freebsd.org/cgi/man.cgi?query=virtio&sektion=4

open vSwitch

http://vladimir-stupin.blogspot.com/2016/06/open-vswitch-debian.html

fix ssh batch
https://www.symmcom.com/docs/how-tos/hypervisors/how-to-fix-host-key-verification-error-for-proxmox-node

https://soar.name/ru/pro/linux-memory-hotplug/
for f in "grep -Fl offline /sys/devices/system/memory/*/state ; do echo online > $f; done;

other

https://i12bretro.github.io/tutorials/
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